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Abstract 

This study examined the effect of deepfakes (deepfake video vs authentic video) and 

source credibility (high credible source vs low credible source) on message credibility 

through an experimental design with manipulation. The manipulation consisted of a priming 

effect (priming vs no-priming). In addition, the moderation role of message credibility on 

sharing intention of misinformation was tested. Data of 217 respondents was collected 

through an online survey. Results of Repeated Measure Mixed Design ANOVA showed that 

a) respondents assigned a higher amount of message credibility to authentic videos than to 

deepfake videos and b) deepfake videos with a high credible source scored lower on message 

credibility than deepfakes with low credibility source. Concerning authentic videos, this was 

reversed. Authentic videos with a high credible source scored higher on message credibility 

than authentic videos with a low credibility source. Results also showed that c) priming 

influenced the evaluation of message credibility of deepfakes and authentic videos, but not for 

each of the four video conditions. Only respondents who were exposed to priming were better 

at attributing lower credibility to a deepfake video. Lastly, d) only participants who rated 

deepfake videos with a high credible source as credible were more likely to share the 

deepfakes with people in their environment. Based on these findings, it can be assumed that 

deepfakes can influence the evaluation on message credibility, especially when respondents 

are primed previously for the study. Overall, this study showed that people are not so easily 

misled by deepfake videos. However, there is a risk that deepfakes with a high credible source 

form a threat as a disseminator for misinformation. Insights of this study could create more 

awareness around deepfake videos and create more awareness around the spreading of 

misinformation. 
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Introduction 

The saying “A picture says more than a thousand words” is well-known, but what about 

a video? Nowadays, digitization created a world in which one single video shared on social 

media could lead to the worldwide spreading of information (Tuten & Solomon, 2018). For 

instance, a confronting video about the overcrowded ICUS in Italy went viral and created global 

awareness about Covid-19 and the severity of the pandemic (NOS, 2021). This shows that the 

effectiveness of a message is deeply rooted in technology, which enables everyone to share and 

connect with each other through the World Wide Web (Citron & Chesney, 2019). Almost 

indispensable, the Internet has become the arena for gathering, collecting and sharing 

information (Tuten & Solomon, 2018). But the fact that the digital realm is also easily malleable 

raises many questions as people start thinking about how it’s possible to verify information with 

today's tools and technology (Del Vicario et al., 2016). Disinformation, i.e. the distortion of 

reality through the news, is not a new concept. However, today's technology is adding new 

dimensions to this "decay of truth" (Citron & Chesney, 2019). These recent innovations are 

able to present false information in a manner which makes it almost indistinguishable from real 

information.  

 Deepfake is the name given to a machine learning technology, involving Artificial 

Intelligence (AI) and deep learning. Through this technology, video content can be altered or 

fabricated in order to replace one face with another (Laugée, 2019). Within this hyper-realistic 

digital forgery of images, video and audio are used to make a person do or say things that have 

been altered or never took place (Chesney & Citron, 2019). Because deepfakes employ real 

footage and authentic-sounding audio, it is difficult to distinguish deepfakes from real videos 

(Diakopoulos & Essa, 2010). As a result, deepfakes are perceived as more credible then other 

forms of misinformation (Rössler et al., 2018). However, evaluating the credibility of deepfake 

videos can potentially be affected by source credibility. Within the source credibility literature, 

scholars have emphasized the importance to assess the acceptance of information through 

multiple underlying factors, testing for the simultaneous interaction between different factors, 

not just message credibility (Pennycook & Rand, 2017). In addition, the evaluation of 

credibility of a message can also be affected by priming effects in the form of warning labels 

(Ecker et al., 2010; Wathen & Burkell, 2002). While individuals are constantly exposed to 

content that contains both factual and false information, they generally only remember and 

share information that is considered credible (Wathen & Burkell, 2002). Stefanone and 

colleagues (2019) confirm that information, considered credible, is more likely to be shared by 

those who considered the information to be correct.  
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Since deepfake technology is fairly new, literature on this topic is sparse. The majority 

of academic literature about deepfakes includes descriptive work on their potential threat within 

politics, society or studies on deepfake detection systems and video authentication (Nelson & 

Lewis, 2019; Chesney & Citron, 2019; Korshunov & Marcel, 2019). However, research on the 

relationship between deepfakes and message credibility is lacking, even though these insights 

could be very important to understand how deepfake threats can be minimized. Because of the 

use of real footage and authentic-sounding audio, many viewers assume that the deepfake video 

they are looking at is genuine (Chesney & Citron, 2019). Nevertheless, perhaps the most 

damaging aspect of deepfakes is not misinformation per se, but rather how constant contact 

with misinformation makes it harder for people to recognize misleading information and the 

more likely people come to believe it. Further, people may even dismiss genuine footage as 

fake, simply because they have become entrenched in the notion that anything they do not want 

to believe must be fake. In other words, the greatest threat is not that people will be deceived, 

but that they will come to regard everything as deception (Maras & Alexandrou, 2019; Chesney 

& Citron, 2019). Yet, there is no scientific research available on whether deepfakes actually 

affect message credibility and the possible sequential intention for people to share these videos 

with third parties. Besides, a gap exists around how receivers process information from 

deepfake videos and how their information processing may be affected by source credibility 

and priming. To fill this gap, the current study focused on gaining insights to add to extant 

literature on deepfakes and made a first step to scrutinize the relationship between deepfakes 

and message credibility. These insights could potentially create more awareness around 

deepfake videos and create more awareness around the spreading of misinformation. Thus, this 

research is guided by the question:  

 

RQ: “To what extent are deepfakes able to influence the evaluation on message 

credibility and what is the effect of this evaluation on the sharability of deepfakes?” 
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Theoretical background 

Misinformation and AI Deepfakes 

Misinformation can be defined as false or misleading information that is specifically 

intended to mislead the recipient into considering the information to be true (Cook et al., 2017). 

Despite misinformation being a well-known human experience, the accelerating digitalization 

of the world has brought new dimensions to this phenomenon (Zhang et al., 2018; Brode & 

Vrage, 2015). Recent innovations are able to present false information in a manner that makes 

it almost indistinguishable from real information. One of the most challenging aspects of this 

is the veracity of visual information, since images are shown to be better retained in memory 

than text (Seltzer et al., 2017). This specific phenomenon is known as the "picture superiority 

effect" (Highfield & Leaver, 2016). Visuals improve the transfer of information by creating and 

retrieving memories and they appear to be more direct and easy to process than other ways of 

received information (i.e. verbal information) (Seltzer et al., 2017). Visual misinformation can 

be defined as "any image or video post that can mislead humans through false or misleading 

textual and / or visual elements" (Highfield & Leaver, 2016, p. 52). Misleading images are more 

likely than misleading verbal content to generate false perceptions because, based on the 

'realism heuristic', people are more likely to treat audio and images to the real “seeming world” 

of everyday experiences, as opposed to text (Frenda et al., 2013; Sundar, 2008).  

One well-known technique to spread misinformation is photo-editing software like 

Photoshop, which has often been used in the misleading digital culture. But as of recently, 

manipulated so-called “deepfake” videos of people are increasingly finding their way online 

(The Royal Society, 2017). The term deepfakes is a combination of the terms ‘deep learning’ 

and ‘fake’ and can be described as “full range of hyper-realistic digital falsification of images, 

video and audio” (Chesney & Citron, 2019, p. 1757). According to Maras and Alexandrou 

(2019) deepfake technologies utilize artificial intelligence, in the form of machine learning. 

Artificial intelligence are computational models of human behaviour and thought processes, 

which are designed to simulate human behaviour. Machine learning enables machines to 

structure, analyse and evaluate data, to perform human-like tasks (Maras & Alexandrou, 2019). 

AI and machine learning allow deepfake technology to portray a person doing or saying things 

that have been altered or never took place (Chesney & Citron, 2019). A recent example is the 

social-media-account called "deeptomcruise", conceived and created by visual effect specialist 

Chris Ume (2021). This account consists of hyper realistic fake videos in which Tom Cruise is 

performing magic tricks that never actually occurred. Due to the imitation of Tom Cruise's face, 

mimicry and voice, the impression is falsely made that the videos consist of true imagery 



 

 

7 

(Flowingdata, 2021). By distributing the videos online, Ume (2021) gained attention and 

awareness around deepfakes. In addition to making topics remarkably negotiable, deepfake 

technology also brings other opportunities (Chesney & Citron, 2019; Citron, 2018; Goel et al., 

2015). For instance, public speakers could use deepfakes to show their views in a manner that 

words could not. This could also be used within the field of art. Besides, deepfakes could also 

be used to improve education by showing a historical person which speaks about a certain 

historical event (Chesney & Citron, 2019).  

Although several benefits, deepfakes can be dangerous when exploited for illegal or 

non-consensual purposes. For instance, deepfakes have often been used for political sabotage, 

revenge porn and fake news (Citron, 2018). Due to technical realism, deepfake videos 

potentially amplify the already serious problem that fluency can be generated by familiarity 

regardless of the fidelity of the video's content. This especially relates when displaying well-

known public figures (Goel et al., 2015). 

 

 
Figure 1. Example deepfake. Note. A deepfake video of Tom Cruise doing a magic trick 

(www.https://sidereum.com). 

 

Message credibility 

The credibility of a message refers to the characteristics of a message that could make 

them more of less credible (Roberts, 2010; Metzger & Flanagin, 2013). Here, credibility 

includes the receiver evaluation of the veracity of the content (Appelman & Sundar, 2016). 

Results of research concerning credibility on social media generally focuses on the perceived 

credibility of the source of the message (Cunningham & Bright, 2012). Metzger and Flanagin 

(2013, p. 212) stated that: “Source information is crucial to credibility because it is the primary 
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basis upon which credibility judgments rest”. However, the digital revolution and the 

abundance of online information also forces people to rely on non-source factors to assess the 

credibility of a message. In addition, it appears that in some cases message factors (e.g. 

arguments, clarity or style) can even be more important than source factors in credibility 

judgments (Austin & Dong, 1994; Eastin, 2001; Slater & Rouner, 1997). In situations where 

little information is available about the source of a message, recipients are more likely to turn 

to message cues to make credibility assessments (Eastin, 2001). 

 While little research has directly addressed the credibility of messages online, it is 

likely that message components that prove important in other research contexts will remain 

important when messages are conveyed through new media. For example, the accuracy, 

completeness, timeliness, reliability and validity of messages are important in people's 

assessment of information quality offline, and internet users report very similar criteria when 

assessing information online (Rieh & Belkin, 1998). In addition, people use common cognitive 

elements when assessing news information in both print and online forms (Sundar, 1999). It 

appears that elements of research into the credibility of messages can be profitably applied to 

today's media environment. Within this research, the credibility factor concerns a deepfake. 

Research by Diakopoulos and Essa (2010) on the credibility of videos reveals a significant 

effect of the visualization on the overall credibility of the information in the video. In addition, 

the study by Rössler et al. (2018) shows that the recipient's ability to distinguish deepfakes from 

real videos is low. In line with these findings, Appelman and Sundar (2016) stated that 

authenticity, accuracy and believability are indicators that best measure message credibility, 

especially in online settings. The credibility of a message could be measured by asking receivers 

about the perceived accuracy, authenticity and believability of a video (Appelman & Sundar, 

2016). Because of the realistic heuristic, images have a stronger deceptive power than images 

containing only text. Since deepfakes are ultra-realistic moving images, the same sense of 

credibility could be derived from the assumptions mentioned above. Based on this assumption, 

the first hypothesis is formulated: 

 

H1: Participants exposed to both deepfakes and authentic videos will evaluate deepfake 

videos to be less credible than authentic videos. 

 

Source credibility 

 The term “source credibility” can be described as “the extent to which an information 

source is perceived to be believable, competent, and trustworthy by information recipients” 
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(Bhattacherjee et al., 2006, p 6). Source credibility focuses on the expertise or trustworthiness 

of the source of information to determine the information to be credible (Gualda & Rúas, 2019; 

Wierzbicki, 2018). Expertise refers to the extent to which a source is perceived to be capable 

of making correct assertions. Trustworthiness on the other hand, refers to the degree to which 

an audience perceives the assentation’s of the source to be one that is valid to the source itself. 

Source credibility rates the sources of information based on their level of credibility (Hovland 

et al., 1953). Within the source credibility literature, scholars have emphasized the importance 

of assessing the credibility of information through multiple underlying factors, testing for the 

simultaneous interaction between different factors (for example medium or clarity of a 

message), not just message credibility. Among the elements affected by source credibility, 

Gwinner and Schlacter (1987) found that the higher the credibility of the source, the smaller 

the price change required to attract new customers. Therefore, it can be suggested that it is 

easier to attract customers when a source of an advertisement is deemed more credible. Further, 

source credibility is shown to have a direct effect on behavioural response and the persuasion 

process with respect to recreation behaviour management. Moreover, research on source 

credibility showed that traditional news and information sources are more credible than non-

traditional sources; participants find a newspaper-source most credible (Chung et al., 2012; 

Gandadharbatla et al., 20015; Swasy et al., 2015) 

 Although these traditional studies were conducted in an offline environment, more 

recent studies examined source credibility within an online environment. Hong (2006) 

investigated the perceived credibility of websites with regard to message characteristics and 

structural characteristics. Additionally, Miller and Kurpius (2010) found that audiences from 

official sources deem information more credible versus unofficial sources. Appelman and 

Sundar (2016) and Foy and colleagues (2017) also suggest that investigating the interaction 

between source credibility and message credibility is of importance. They claim that if a source 

is seen as credible, the message tends to be seen as credible too.  

However, these studies were largely exploratory in developing media credibility 

measures for online media rather than examining the implications for the credibility of 

information. Besides, none of the above scholars have focused on how receivers process 

information from deepfake videos and how their information processing is affected by source 

credibility. Therefore, the following hypothesis is proposed:  

 

H2: Participants who are exposed to videos having a credible source are more likely to find a 

message credible than participants who are exposed to video with no credible source. 
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Priming effect through explicit warnings 

	 Many have attempted to explain what information individuals retain and why (Hilker et 

al., 2016). Hilker and colleagues (2016) argue that priming plays an important role. In 

psychology, priming is a technique that introduces a stimulus to influence how people respond 

to a subsequent stimulus. Though priming happens without one’s conscious awareness, it can 

have impact on peoples’ everyday lives. For instance, a study on brand awareness showed that 

participants who were primed with positive words concerning a high-end retail brand like Dior, 

were more likely to have a preference for Dior than for an alternative high-end brand after being 

primed (Ecker et al., 2010). In addition, scholars found that after processing information, 

individuals form “activation tags” that link concepts in the mind (Collins & Loftus, 1975). 

These activation tags are more accessible in the mind and affect the evaluation of subsequent 

information, because this information remains in the "top of the mind" (Tversky & Kahneman, 

1973). Individuals are "primed" when information is delivered, stored at the top of memory and 

recalled to evaluate subsequent information. Other theories of cognitive media effects, such as 

framing, focus on the structure of information and how it is processed as a result, while priming 

focuses on the salience of information. For this reason, scholars investigating the effects of a 

salient subject are focusing at priming rather than framing effects. When the media emphasizes 

certain issues, these can be primed in the minds of the public and more accessible when making 

judgments. Additionally, priming effects appear to occur when the subject being primed is 

closely related to the subject being evaluated (Tversky & Kahneman, 1973). 

 Recent studies indicate that presenting a general warning before exposing participants 

to misinformation can have a positive effect (Bolsen & Druckman, 2015; Cook et al., 2017; van 

der Linden et al., 2017). This is in line with a bulk of literature on the effectiveness of warnings 

and rebuttals in correcting misinformation (Ecker et al., 2010; Walter & Murphy, 2018). A 

study by Ecker and colleagues (2010) shows that warnings about the limitations of fact-

checking in the media reduce belief in outdated facts and increase the acceptance of correct 

information, but do not completely eliminate the effect of misinformation. In addition, Evenz 

and colleagues (2015) show that warnings are more effective than corrections to counter 

targeted reasoning about scientific claims.  

 Further, implicit and explicit information could be a form of warning labels (Crane et 

al., 2018). Explicit information refers to information that is stated plainly (i.e. a person asked if 

someone could close the window because the person is feeling cold). Implicit information on 

the other hand indicates information that is not directly stated (i.e. crossing your arms shivering 

to indirectly say it is cold). The receiver might perceive implicit information based on other 
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clues that are communicated (Florit et al., 2011; Crane et al., 2018). Scholars who examined 

the understanding of explicit and implicit information have showed that explicit information is 

understood and remembered better than information that was implicitly presented (Florit et al., 

2011; Bowyer-Crane & Snowling, 2005; Cain & Oakhill, 1999; Catts et al., 2006; Hansen & 

Pearson, 1983). Combined with the findings within the field of priming, the current study 

suggests that the presence of explicit general warning about deepfakes will affect the evaluation 

of the message credibility of deepfakes. The current study expects respondents who receive an 

explicit warning about deepfakes to rate the credibility of the message differently than 

respondents who do not receive an explicit warning. This is expected due to the priming effect 

caused by an explicit warning. To test this assumption, the following hypotheses is formulated: 

 

H3: Participants who are exposed to an explicit warning about deepfakes will be better able 

to distinguish deepfakes from authentic video’s. 

	

Sharing intentions 

Digitization and the increasing influence of social media raise legitimate concerns about 

the rapid spread of misinformation among large groups of people (Craft et al., 2017). Social 

media creates the opportunity for everyone to create and share content, regardless of the source 

or message credibility (Stefanone et al., 2019). At present, the reach of individual social media 

users is just as wide as that of major news channels such as CNN and Fox News (Finneman & 

Thomas, 2018; Craft et al., 2017). Another concern is that individuals share information with 

others regardless of how realistic they perceived the information to be. Because the barriers to 

creating information are less strict, messages are more easily created and more easily passed on 

to others with different intentions to process and use information. This can prevent people from 

seeing the harmful effects of sharing false information (Finneman & Thomas, 2018). 

While individuals are constantly exposed to content that contains both factual and false 

information, they typically only remember and share information they believe to be credible 

(Wathen & Burkell, 2002). Information that is considered credible by individuals who agree 

with the information, is more likely to be shared. For instance, Twitter users are more likely to 

retweet information they evaluate to be correct (Liu & Li, 2013). Stefanone et al. (2019) 

confirmed this by showing the positive influence of credibility on sharing intention among the 

respondents. In addition, results on the study of Mutti-Packera and colleagues (2017) showed 

that message credibility could act as a moderator. Within their research message credibility 

moderated the direct effect; the perceived effectiveness of smokeless tabacco warnings was 
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high, when credibility was high and weaker when it was low (Mutti-Packera et al., 2017). 

However, the literature on sharing intention and deepfakes is minimal. Within this research, it 

is expected that individuals who consider the deepfake credible will be more likely to share it 

with their network. The hypothesis that follows is as follows: 

 

H4: Participants who evaluate deepfakes as credible are more likely to share the deepfakes 

with people from their environment then participants who assign lower credibility to 

deepfakes. 

  

Figure two contains the proposed conceptual model of the relationships that will be 

investigated during this study.  

 

	

Figure 2. The Proposed Conceptual Model.	
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Method 

Participants  

This study consisted of an online-based survey-experiment with manipulation. Before 

data collection took place, this study was preregistered via AsPredicted (see Appendix A). 

Participants (N = 220) were recruited in the USA via an online participant recruitment 

company called Prolific Academic and participated in the experiment though an online survey 

(see Appendix B). The participants were compensated £1.15, £6,9 pounds per hour, each for 

their participation. In addition, a number of inclusion criteria were drawn up that respondents 

had to meet. These inclusion criteria concerned: respondents had a) be eighteen years of age 

or older, (b) answer at least all questions up to the demographic data and (c) consent to the use 

of their answers/private data within the scope of this study. To verify that people met the 

second criterion, an attention check question was added regarding the content of the 

misinformation treatment. Respondents who did not meet the stated inclusion criteria were not 

included in the analysis to ensure validity, resulting in a sample size of 217 respondents. 

Within the sample size, gender was almost evenly split: 120 males (55,3%), 97 females 

(44,7%). Ages ranged from 18 to 79 years (M = 35,3, SD = 11,7). The participant indicated 

various education levels, with 0.9% indicating some High School education, 21,7% had a 

High School degree. 41,9% had a Bachelor’s Degree, 21,8% had a Master’s Degree and 6% 

had a Ph.D. or higher. 3% of the respondents was educated at Trade School. Most of the 

participants spend most of their time working (63,6%), 13,8% spend their time on school, 

16,6% was unemployed, 2,3% was retired and 3,7% alternatively, was self-employed.  

All survey data of the respondents was completely confidential and processed 

anonymously. Each participant had also signed a declaration of consent. The participants 

themselves have given their consent for participation and use of the data obtained with this. 

The validity of the research was also guaranteed by asking the respondents a number of 

demographic questions like education level, age and the respondent’s country of residence.  

 

Design 

The experimental design was chosen to establish causality between deepfakes and 

message credibility while excluding alternative factors and controlling for a priming effect, 

consisting of explicit warning. Therefore, the study utilized a within-group 2 (deepfake video 

vs authentic video) *2 (high credible source vs low credible source) experimental design with 

a between-group element (priming vs no-priming) (see Figure 3). Regardless of which group 

the respondent was assigned to, all respondents were exposed to four video conditions (a 
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deepfake video with a high credible source, a deepfake video with a low credible source, an 

authentic video with a high credible source and an authentic video with a low credible 

source), which were exposed randomly and answered questions about their perceptions on 

message credibility of those videos. In addition, a manipulation was conducted. Respondents 

were randomly assigned into two groups; a group who was exposed to information with 

explicit warnings about deepfakes before seeing the videos and a group who did not receive 

an explicit warning before being exposed to the videos. Then, all respondents were shown 

both deepfake videos and authentic videos without being informed the deepfake videos were 

also included. In response to ethical requirements, all respondents were informed about the 

actual aim of this study. Due to the various variables measured by scale construction, an 

online survey was conducted (Brown, 2003; Shen et al., 2008). The survey was formed in 

Qualtrics and produced in English. All the respondents were asked to complete an online 

survey.  

 

 Primed: respondents presented implicit information 

about deepfakes 

Deepfake video Authentic video 

Not-primed: 

respondents 

presented explicit  

information 

about deepfakes 

Deepfake 

video 

High 

credible 

source 

Low 

credible 

source 

High 

credible 

source 

Low 

credible 

source 

Authentic 

video 

Low 

credible 

source 

High 

credible 

source 

Low 

credible 

source 

High 

credible 

source 

Figure 3. Experimental Design.  

 

Procedure  

After respondents provided consent, they were randomly assigned in one of the two 

groups. All respondents were shown four of the video conditions. After viewing each video, 

respondents were asked to rate the credibility of these video’s. An attention check question 

was also asked (who is shown in the video?). All respondents answered this control question 

correctly, answering ‘Bill Gates’. Therefore, none of the respondents had to be removed from 

the survey. After answering all the questions about credibility, respondents were asked to 

answer a number of questions about sharing behavior. In addition, a number of demographic 
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questions were asked. The survey ended with a debrief explaining the manipulation aspect 

and the actual purpose of this study.  

 

Stimulus  

Pretest  

This study began with a pretest to confirm the deepfakes were considered as credible. 

The researchers sent a first draft of the deepfake, without source priming information, to 

people from their own environment like friends, family and colleagues.   

Experiment 

videos. The deepfake treatment consisted of a 30-second deepfake video in 

which Bill Gates was imitated by AI technology (see Appendix C). This deepfake was created 

in collaboration with The Network Institute of the Vrije Universiteit Amsterdam. The choice of 

using Bill Gates is based on the fact that the evaluation of message credibility could possibly 

be biased if respondents do not like the person shown in the deepfake video (Goel et al., 2015). 

According to international research data end analytics group YouGov (2021) Bill Gates is 

world’s second most admired person internationally. The most admired person is Obama, but 

since this study does not concern a politically related topic, the choice was made to use Bill 

Gates. The authentic treatment consisted of a 30-second interview with Bill Gates that actually 

took place (see Appendix C).  

source credibility. To test the influence of source credibility, two versions of the 

deepfake video were shown, as well as two authentic videos, of which one had a high credible 

source and the other a low credible source. According to the new Reuters Intitute 2020 Digital 

News Report, BBC News is the most trusted news source worldwide (BBC, 2020). For this 

reason, the choice is made to use BBC as a high credible source. Meanwhile, the source 

considered the least credible was social media, not only on an overall global level but also in 

each world region (Statista, 2020). Scholars show the importance of different actors such as the 

user and number of likes that influence credibility of social media accounts (Gualda & Rúas 

2019; Wierzbicki, 2018). For this reason, the choice was made to use an Instagram format for 

the conditioning testing the effect of a low credibility source on message credibility. Besides 

an Instagram-frame, this format has a low number of likes and is an anonymous user, thus 

making the format the least credible as possible. 

priming. The manipulation treatment within this study involves a priming effect. One 

group of respondents were briefed about the real purpose of the study, while the other group 

were not informed about the experiment. The randomisation function on Qualtrics made sure 
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to equally divide the participant into the two groups, 50,7% of the participates were primed and 

49,3% of the participants were not primed.  

 

Measuring 

message credibility. The concept of message credibility was operationalized using 

Appelman and Sundar’s (2016) scale of message credibility. Accordingly, participants were 

asked to rate how believable, accurate and authentic the content of the videos they saw in this 

study was. Participants rated believability, accuracy and authenticity based on a 5-point Likert 

scale, with 1= not at all and 5=a great deal. Then, based on reliability and factor analysis, the 

responses were combined in one variable named message credibility (Appelman & Sundar, 

2016). The message credibility variable for the deepfake condition with a high credible source 

indicated high reliability (Cronbach’s α = .966, M = 8.41, SD = 3.70), as well as the deepfake 

condition with a low credible source (Cronbach’s α = .963, M = 8.45, SD = 3.51), the 

authentic video condition with a high credible source (Cronbach’s α = .950, M = 10.66, SD = 

3.31) and the authentic video condition with a low credible source (Cronbach’s α = .931, M = 

10.11, SD = 3.12). 

manipulation check. After the questions about message credibility, a question was 

asked that acted as a manipulation check. In that question, participants were asked to indicate 

whether they believed the video of Bill Gates to be real or fake. The intended manipulation is 

that participants who have been exposed to the deepfake would believe the video to be real. In 

order to get more insights, an additional open question was added for participants who 

believed the video to be fake. The participants were asked to indicate why they believed the 

video to be fake. This question was not part of the manipulation check per se but helps to 

provide context to participants’ responses. The answers revealed that only a minority of the 

respondents based their decision to categorise the video as probably or definitely fake because 

they knew it was a deepfake.  

sharing intention. Sharing behaviour was measured by asking whether or not the 

participants would share the video with their network. Based on their answer, participants 

completed additional questions to help further explain their reasons for sharing or not. 

Participants answering yes were then asked if they would share the deepfake online or offline 

or both, and also the channels they would use to distribute the information. If they chose 

online, they were given options of Facebook, Twitter, email, WhatsApp, Instagram and other 

social media outlets. Participants were then asked to identify the specific networks in which 

they might share the deepfake with (e.g., co-workers, friends, family). Those that said they 
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would not share were asked to identify the reasons why they would not share (e.g., the 

deepfake video was not significant enough to share, I tend not to share things). Participants 

that answered “maybe,” were given both sets of questions.  
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Findings 

Manipulation check  

An experimental design was chosen to establish causality between deepfakes and 

message credibility, while excluding alternative factors and controlling for a priming effect, 

consisting of explicit warning. The respondents were randomly assigned by Qualtrics into two 

groups. 50,7% (N = 110) of the respondents was exposed to information with explicit 

warnings about deepfakes before seeing the videos, while 49,3% (N = 107) of the respondents 

did not received an explicit warning before being exposed to the videos (see Appendix C for a 

comprehensive version of the survey wording). An independent t-test was performed to 

identify any differences between demographic variables between the groups. Levene’s Test 

was not significant, indicating there were no significant differences for any of the control 

variables such as age, gender, employment and education (see Appendix D). All of the 

participants (N = 217) were exposed to four video conditions.  

 A manipulation check was performed for all four of the video conditions. In this 

question, participants were asked to indicate whether they believed the video of Bill Gates to 

be real or fake. The intended manipulation was that participants exposed to the deepfake 

video would believe the video to be real (see Table 1). In order to gain more insights, an 

additional open question was added for participants to indicate why they believed the video to 

be fake. The answers revealed respondents based their judgment on the fact that they believed 

the movement of Bill Gates’s mouth seem to be not in line with the audio. In contrast to 

respondents who thought the videos were not real, a large sample of the respondents did not 

believe any of the videos were fake.  

 

Table 1 

Distribution table of the evaluation on how reliable the videos were perceived.  

 Video condition 

 DFHS DFLS AUHS AULS 

Definitely fake 16.4 14.5 3.2 2.8 

Probably fake  23.6 22.7 9.7 11.1 

I don’t know 

Probably real 

Definitely real 

14.1 

32.3 

12.3 

18.2 

32.3 

10.9 

11.5 

46.5 

29.0 

13.8 

51.6 

29.0 
Notes to table: Answer to the question "do you think this video of Bill Gates it real or fake?" where 1=Definitely 
fake and 5=Definitely real. Data is shown in percentages. 
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Hypothesis testing 

 Repeated Measure Mixed Design ANOVA tested if the first hypothesis ‘participants 

exposed to both deepfakes and authentic videos will evaluate deepfake videos to be less 

credible than authentic videos’ could be accepted or rejected. The overall test showed that 

there was a significant main effect of deepfakes on message credibility, F(1, 215) = 67.13, p < 

.001, η2
p = 0.24, represented a large effect (see Table 2). The average rating of message 

credibility of deepfakes (M = 2.81, SD = 1.12) differed from the average rating of authentic 

videos (M = 3.46, SD = 1.01). This suggests that deepfake videos had a lower rating on 

message credibly than authentic videos, which was in line with the hypothesis. For this 

reason, the hypotheses can be accepted.  

 

Table 2 

Testing main effects and interaction effects with Repeated Measure Mixed Design.  

Variable  df F Sig. Partial Eta 

Squared 

Deepfake  1 67.130 .000** .238 

Deepfake*priming_effect 1 11.331 .000** .050 

Error(deepfakes) 215 - - - 

Source 

Source*priming_effect 

Error(source) 

Deepfake*source 

Deepfake*source*priming_effect 

1 

1 

215 

1 

1 

4.053 

.001 

- 

7.733 

1.316 

.045* 

.979 

- 

.006* 

.253 

.019 

.000 

- 

.035 

.006 

Note. Test of Within-Subjects Effects to investigate the main effect and interaction effects.  
N = 217 
*p < .05 
**p < .005 
 

According to the second hypotheses, participants exposed to videos with a high 

credible source would be more likely to find a message credible than participants exposed to 

video with a low credible source. Repeated Measure Mixed Design also showed a significant 

effect of source on message credibility, F(1, 215) = 4.05, p < .05, η2
p = 0.02, indicating a 

small effect size. One sample t-test showed that videos with a high credible source score 

higher on message credibility (M = 3.18, SD = 0.96) than videos with a low credible source 

(M = 3.09, SD = 0.91). In addition, the interaction effect of deepfakes and authentic videos 

with a high credibility source also differs significantly from the effect of deepfakes and 
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authentic videos with a low credibility source, F(1, 215) = 7.73, p < .05, η2
p = 0.04 (see Table 

2). The rating on message credibility of deepfakes videos with a high credible source is rated 

lower (M = 2.80, SD = 1.23) than the message credibility of deepfakes videos with a low 

credible source (M = 2.82, SD = 1.17). For authentic videos, it is the other way around. The 

message credibility of authentic videos with a high credibility source is rated higher (M = 

3.55, SD = 1.10) than the message credibility of authentic videos with a high credibility 

source (M = 3.37, SD = 1.04). Based on this information, the second hypotheses can be 

partially accepted. Authentic videos with a high credible source get a higher score on message 

credibility than authentic videos with a low credible source. The opposite applies for 

deepfakes videos. Deepfake videos with a high credible source get a lower score on message 

credibility than deepfake videos with a low credible source.  

The third hypotheses stated that ‘participants who are exposed to an explicit warning 

about deepfakes will be better able to distinguish deepfakes from authentic videos’. Results of 

Repeated Measure Mixed Design shows that there is a significant interaction effect between 

deepfakes and authentic videos and a priming effect. The effect of deepfakes of respondents 

who were primed prior to the study differs significantly from the effect of deepfakes of 

respondents who were not primed, F(1, 215) = 11.33, p < .001, η2
p = 0.05, indicating a 

moderate effect. The effect of Repeated Measure Mixed Design suggests that only people 

who were exposed to priming were better at assigning lower credibility to a deepfake (see 

Table 2). Therefore, the third hypotheses can be partially accepted.  

Finally, MEMORE moderation analysis tested the fourth hypotheses which stated that 

message credibility will moderate the relation between deepfake videos and sharing 

intentions. MEMORE moderation analysis is used to investigate whether the relationship 

between the independent variable (deepfakes) and the dependent variable (sharing intention) 

is moderated by message credibility. The extent to which someone assesses message 

credibility may influence the sharing intention of misinformation (i.e. deepfakes) by 

respondents with people in their environment. Results of MEMORE showed that only the 

credibility for high source deepfake moderated the relationship between viewing a deepfake 

and sharing it (t(4,212) = 5.26, p < .001). Based on the results of MEMORE analysis, the 

hypotheses can be partly accepted (see Table 3). Only participants who evaluated deepfakes 

with a high credible source as credible were more likely to share the deepfakes with people 

form their environment.   
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Table 3 

Message Credibility as a Moderator.  

Condition Coefficient SE t p 

DFHS .2272 .0432 5.2561 .000* 

DFLS .0162 .0453 .3576 .7210 

AULS .0006 .0578 .0109 .9913 

AUHS .0057 .0542 .1049 .9165 
Note. MEMORE Moderation Analysis with deepfake as independent variable, sharing intention as depended 
variable and message credibility as a moderator. DFHS = deepfake high source condition, DFLS = deepfake 
low source condition, AULS = authentic video low source condition, AUHS = authentic video high source 
condition.  
N = 217 
*p < .001 
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Conclusion & discussion 

The aim of this study was to make a first step in examining the relationship between 

deepfakes and message credibility by investigating to what extent deepfake videos can 

influence the evaluation of message credibility. An experimental design was used to establish 

causality between deepfakes and message credibility, controlling for a priming effect 

consisting of explicit warnings. In addition, the moderating role of message credibility on 

sharing intention of misinformation was tested.  

Results of this study showed that respondents assigned a higher amount of message 

credibility to authentic videos than to deepfake videos, which confirms the first hypotheses 

(H1). In addition, results of this study showed evaluating message credibility of deepfake 

videos and authentic videos can be influenced by factors as source and priming. Performed 

analyses presented that there is a significant interaction effect between deepfakes and source 

on message credibility, but not for all four video conditions. Deepfake videos with a high 

credible source score lower on message credibility than deepfakes with low credibility source. 

Concerning authentic videos, this was the opposite. Authentic videos with a high credible 

source score higher on message credibility than authentic videos with a low credibility source, 

meaning the second hypotheses (H2) can be partly assumed. The same applied to the third 

hypotheses (H3). Results of the study showed that priming influences the evaluation of 

message credibility of deepfakes and authentic videos, but not for each of the four video 

conditions. Only respondents who had been exposed to priming were better at attributing 

lower credibility to a deepfake video. In addition, this study showed that only participants 

who rated deepfake videos with a high credible source as credible were more likely to share 

the deepfakes with people in their environment, indicating the fourth hypotheses (H4) can be 

partially assumed. Based on these findings, it can be assumed that deepfakes can influence the 

evaluation on message credibility, especially when respondents are primed previously for the 

study.  

 

Message credibility 

Interestingly, results of this study showed that respondents assign a higher amount of 

message credibility to authentic videos than to deepfake videos, thus accepting the first 

hypotheses (H1). Previous studies showed that respondents find it challenging to distinguish 

real videos from deepfakes, causing deepfakes to be perceived as more credible than any other 

form of misinformation (Diakopoulos & Essa, 2010; Rössler et al., 2018). Despite the 

complexity for people to distinguish fake images from real images, the current research 
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showed that respondents still manage to make this distinction. This may be because deepfakes 

have recently been brought to the attention. In the last months, additional studies have 

appeared around deepfakes (Wiederhold, 2021; Hancock & Bailenson, 2021; Hwang et al. 

2021). Not only within science, but also within society deepfakes are increasingly brought to 

attention. For instance, a news item was recently broadcasted about the conversation that 

Dutch Members of Parliament had with someone who apparently pretended to be Leonid 

Volkov, a high-ranking staff member of the Russian opposition leader Navalny (NOS, 2021). 

The impression was created that deepfake-technology was being used during this 

conversation, but it was not certain whether this was actually used. Due to both scientific and 

social increase in interest concerning deepfakes, if could potentially be that respondents are 

more aware of presence of fake video footage and are getting better in distinguishing real 

from fake video footage.  

Another possibility that could have caused respondents to distinguish deepfakes from 

authentic videos could be related to the quality of the deepfakes. The deepfake video 

conditions were created by The Network Institute of the Vrije Universiteit Amsterdam. They 

indicated that a consideration had to be made to focus on the quality of the audio of the 

deepfake or on the quality of the visual footage. A choice had to be made and it was decided 

to pay more attention to the audio, as a result of which the quality of the image deteriorated 

slightly. This is reflected in the final result. Due to the lower quality of the visual footage, the 

respondents may have been able to distinguish the deepfake from the authentic video earlier. 

However, there was insufficient evidence whether this was actually the case. For a follow-up 

study it would be interesting to test how the experiment goes when a qualitatively better 

deepfake condition is placed against an authentic video. An alternative is not to focus on 

recorded deepfakes similar to those used within this study, but to focus on AI-powered filters. 

Machine learning is advanced enough to enable real-time deepfakes, as shown in the NOS 

news item. These AI-powered filters allow the video content of an online conference, for 

example, to be adjusted or optimized in real time, for instance by making a person's gaze 

appear as if it was pointed at the camera, even if it was pointed elsewhere on the screen 

(Hwang, 2021). In their study Hwang and colleagues (2021) used a real-time filter to increase 

the amount of smiling, and showed that participants in the improved smile conditions felt 

more positive after the conversation, and actually used more positive words during their 

conversation based on linguistic analysis. It is critical to note that these effects occurred even 

though the participants were unaware, and almost never detected, of the smiling filter. A 

possible follow-up research question related to this spectrum could be “which elements play 
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an important roll in distinguishing realistic real-time video-content from AI-powered filter 

video-content?”. 

 

Source credibility  

In addition, results of the second research question (H2) show that message credibility 

is partly influenced by source credibility. It seems that respondents tend to trust what looks 

professional and legitimate, but only when an authentic video is presented instead of an 

deepfake video. These results coincide slightly with findings of Foy et al. (2017) who 

conducted a similar a study in which a strong interaction effect between source credibility and 

message credibility was found. They claimed that if a source is seen as credible, the message 

tends to be seen as credible too (Foy et al., 2017; Appelman & Sundar, 2016). Within the 

current study, these finding did not correspond to all conditions. Deepfake videos with a high 

credible source score lower on message credibility than deepfakes with low credibility source. 

For authentic videos, this effect was reversed. Authentic videos with a high credible source 

score higher on message credibility than authentic videos with a low credibility source. This 

findings has some implications in terms of disinformation warfare, as it suggests that a dupe 

from a reliable source could potentially share disinformation that could then be considered 

credible. In terms of the "realistic heuristic" (Appelman & Sundar, 2016) it can still be argued 

that visual cues can give credibility (Grabber, 1990), but in this case, credibility occurs 

through the design of the made-up new format used to give the disinformation. Therefore, 

would be interesting to further investigate an additional source-trust dimension by comparing 

the credibility of different fabricated social-media-formats, which may differ in their 

professional design and perceived legitimacy. However, it is important to note that high 

source credibility does not automatically lead to high message credibility, as shown by this 

study.  

 

Priming  

 Besides source credibility, previous literature stated that the evaluation of message 

credibility could also be affected by priming effects in the form of warning labels (Ecker et 

al., 2010; Wathen & Burkell, 2002). More recent studies indicated that presenting a general 

warning before exposing participants to misinformation can have a positive effect (Bolsen & 

Druckman, 2015; Cook et al., 2017; van der Linden et al., 2017). These finding were in line 

with a bulk of literature on the effectiveness of warnings and rebuttals in correcting 

misinformation (Ecker et al., 2010; Walter & Murphy, 2018) and corresponded with the 
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finding of the current study. Combined with the findings within the field of priming, the third 

hypotheses (H3) of the current study stated that the presence of explicit general warning about 

deepfakes would affect the evaluation of the message credibility of deepfakes. Due to the 

priming effect caused by explicit warning, it was expected that respondents who receive an 

explicit warning about deepfakes to rate the credibility of the message differently than 

respondents who do not receive an explicit warning. As expected, results showed that priming 

influences the evaluation of message credibility of deepfakes and authentic videos, but not for 

each of the four video conditions. Only respondents who had been exposed to priming were 

better at attributing lower credibility to a deepfake video. This could be explained by the way 

people were primed in this experiment. The priming effect that was used within this study 

could be seen as influencing people into leaving their state of uncertainty during decision-

making. Because of the priming effect, there is a chance that due to being consciously 

involved with deepfakes and therefore made aware of uncertainty, participants experienced all 

videos as less credible. The decrease in credibility of the videos could be possible caused due 

to skepticism (Cappella & Jamieson, 1996). For instance, Tsfati and Cappella (2012, p. 120) 

stated that: “skepticism can reduce susceptibility to disinformation effects if it prompts people 

to question the origin of information that may later turn out to be false,” while ensuring that 

correct information is recognized and valued. Though, further research is needed to confirm 

this assumption. Follow-up study could gain insights by investigating the role of skepticism 

within the process of evaluating the credibly of deepfake videos. A potentially interesting 

research question related to this could be “to what extent is exposure to deepfake related to 

social media skepticism?”.   

 

Sharing intention 

Similar to the second and third hypotheses, the fourth hypothesis could be partially 

accepted as well. The hypothesis (H4) stated that message credibility will moderate the 

sharing intention of deepfake videos. As expected, results of the analysis showed that only 

participants who evaluated deepfakes with a high credible source as credible were more likely 

to share the deepfakes with people form their environment. These results are in line with 

previous findings. While individuals are constantly exposed to content that contains both 

factual and false information, they typically only remember and share information that they 

believe to be credible (Wathen & Burkell, 2002). In other words: the likelihood of sharing 

what is considered credible information, is greater by individuals who perceived it as correct. 

However, digitization and the increasing influence of social media raise legitimate concerns 
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about the rapid spread of misinformation among large groups of people (Craft et al., 2017). 

Social media creates the opportunity for everyone to create and share content, regardless of 

the source credibility, message credibility or how realistic the information is perceived 

(Stefanone et al., 2019). Because the barriers to creating information are less stringent, 

messages are more easily created and more easily passed on to others with different intentions 

to process and use information. This can prevent people from seeing the harmful effects of 

sharing false information (Finneman & Thomas, 2018). Subsequently, extensive research 

could broaden the research scope including sharing behaviour instead of just the intention 

share information. By studying actual behaviour, insight can be gained into the actability of 

people to actively spread misinformation and to what extent people are aware of this. Gaining 

these insights is important because they could potentially be used to make people more aware 

of sharing misinformation and the associated consequences.   

 

Limitations  

Despite the added value, the current study also acknowledges some limitations.  

Firstly, the characteristics for the source credibility have been made within this research in a 

simple editing program that is accessible to everyone online. For the low credible source 

condition it was chosen to use an Instagram format of an unknown user with a low number of 

likes. For the high creditable source condition, on the other hand, the BBC logo was used. 

Despite the fact that these choices are substantiated with various literature (Gualda & Rúas, 

2019; Wierzbicki, 2018; Statista, 2020), the quality of the editing could be better. It may be 

possible that the respondents realized that these were edited videos, which automatically 

lowered their credibility. In addition, the stimuli of the videos lasted thirty seconds, which 

could be experienced as too short. As a results, respondents may not have had enough time to 

assess the message of the videos.   

Secondly, it was assumed that respondents would attribute high credibility to a news-

format (BBC) and low credibility to an Instagram-format. However, the choice to associate a 

certain format with a certain degree of credibility could be seen as subjective. The possibility 

exists that certain respondents assigned high credibility to an Instagram-format and low 

credibility to a news-format. Subjectivity could have cast doubt on the stimuli used to test 

credibility and subsequent results. However, subjectivity is an indispensable part of a 

decision-making process (Yang et al., 2011). In addition, the choices made within this 

research are based on various scientific articles, the resulting choices are extensively 

substantiated.  
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 Thirdly, a priming effect was investigated in this study. However, it may be possible 

that respondents who were primed prior to the study were so involved with deepfakes, they 

assigned less credibility to all of the video conditions. This may have resulted in results being 

biased. Nevertheless, choices within this study are strongly substantiated on the basis of 

existing literature and significant results obtained within the current study.  

 Lastly, a convenience sample was used within this study, meaning the study did not 

have a truly random sample group. For this reason, it could be argued that the current study 

did not have a fully representative sample. However, the sample of this study was sufficiently 

large, so the variance within the sample group can be assumed to be sufficient as well.   

 

Conclusion 

In conclusion, deepfakes can influence the evaluation on message credibility, 

especially when deepfakes contain a high credible source or when respondents are primed 

previously for the study. In addition, only participants who rated deepfake videos with a high 

credible source as credible are more likely to share the deepfakes with people in their 

environment. The presence of deepfakes will only increase in the future, as well as the 

associated threats. Findings of this study provided valuable insights into which actors are 

important within the scope of deepfakes, like source, priming and credibility, that can be 

further investigated and used to combat the spread of misinformation. Like the introduction of 

this study referenced “A picture says more than a thousand words”. This study proved a video 

can say it all, yet noting at the same time. 
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Appendix A 

Preregistration in AsPredicted 
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Appendix C 

Survey 

 

Thank you for participating in this study.  

  

This study is conducted as part of the Communication Science Master's program at the VU 

University Amsterdam. You can participate in this study if you are eighteen years or older. 

  

Before your participation, it is important that you are aware of the procedure that will be 

followed in this study. Therefore, read the text below carefully. If you have questions, you can 

contact the PI of the study through the email below.  

 

Confidentiality of data and voluntariness 

All research data remains completely confidential and is processed anonymously. No 

identifying data (such as location, or IP addresses) is requested. Participant data is securely 

stored until the end of the study. You can always stop the research without stating reasons. If 

you do not wish to participate, you can close the survey now. 

  

Additive information 

Do you have any questions concerning this research? Please send an email to 

g.ranzini@vu.nl.  

 

STATEMENT OF CONSENT 

By signing this form you declare that you have read and understood the participant 

information. Furthermore, by signing you indicate that you agree with the procedure as 

described in the written information. I have read and understood the information and I agree 

to participate in the research and use the data obtained with it. I hereby reserve the right to 

stop the investigation at any time I wish 

o I agree  

 

*Purpose with priming effect  

Purpose of this study 

This study investigates misinformation and examines to what extent humans are able to 

distinguish authentic content from deepfake videos. Deepfakes are AI-based hyper-realistic 
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fake videos, which blend images, video and audio, so that people in the videos say things that 

have been altered or never took place. In this study, participants will be shown four videos of 

Bill Gates and asked to evaluate their credibility. Completing the survey will take 

approximately 10 minutes. 

 

*Purpose without priming effect  

Purpose of this study 

This study includes four videos of Bill Gates and asks participants to evaluate their credibility. 

Completing the survey will take approximately 10 minutes.  

 

You will now be shown four videos. Please watch each of these videos carefully. After each 

video, a number of questions will be asked. Click on the arrow at the bottom right to go to the 

videos and corresponding questions.  

 

Below, the first video is shown. Please answer the questions after watching the video 

carefully. 

*Randomly shown one of the four video conditions (deepfake video with a high credible 

source, deepfake video with a low credible source, authentic video with a high credible source 

or authentic video with a low creidble source).  

 

To what extent do you think the video is... 

 A great deal A lot  A moderate 

amount 

A little  Not at all 

Believable?      

Accurrate?       

Authentic?      

 

Do you think this video of Bill Gates is real or fake? 

- Defintly real 

- Profably real 

- I don’t know 

- Probably fake 

- Defnitly fake 
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Would you share this video with people from your network? 

- No  

- Maybe 

- Yest  

 
Below, the second video is shown. Please answer the questions after watching the video 
carefully. 
*Randomly shown one of the four video conditions (deepfake video with a high credible 

source, deepfake video with a low credible source, authentic video with a high credible source 

or authentic video with a low creidble source).  

 

To what extent do you think the video is... 

 A great deal A lot  A moderate 

amount 

A little  Not at all 

Believable?      

Accurrate?       

Authentic?      

 

Do you think this video of Bill Gates is real or fake? 

- Defintly real 

- Profably real 

- I don’t know 

- Probably fake 

- Defnitly fake 

 

Would you share this video with people from your network? 

- No  

- Maybe 

- Yest  

 

Below, the third video is shown. Please answer the questions after watching the video 
carefully. 
*Randomly shown one of the four video conditions (deepfake video with a high credible 

source, deepfake video with a low credible source, authentic video with a high credible source 

or authentic video with a low creidble source).  
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To what extent do you think the video is... 

 A great deal A lot  A moderate 

amount 

A little  Not at all 

Believable?      

Accurrate?       

Authentic?      

 

Do you think this video of Bill Gates is real or fake? 

- Defintly real 

- Profably real 

- I don’t know 

- Probably fake 

- Defnitly fake 

 

Would you share this video with people from your network? 

- No  

- Maybe 

- Yest  

 

Below, the last video is shown. Please answer the questions after watching the video 
carefully. 
*Randomly shown one of the four video conditions (deepfake video with a high credible 

source, deepfake video with a low credible source, authentic video with a high credible source 

or authentic video with a low creidble source).  

 

To what extent do you think the video is... 

 A great deal A lot  A moderate 

amount 

A little  Not at all 

Believable?      

Accurrate?       

Authentic?      

 

Do you think this video of Bill Gates is real or fake? 
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- Defintly real 

- Profably real 

- I don’t know 

- Probably fake 

- Defnitly fake 

 

Would you share this video with people from your network? 

- No  

- Maybe 

- Yest  

 

If you mentioned in at least one case that you found the video fake, can you elaborate on what 
made you think that? Please use a maximum of three sentences.  
*Open question 

 

If you mentioned  in at least one case that you would NOT share the video, can you elaborate 
on why? Please use a maximum of three sentences.  
*Open question 

 

If you mentioned  in at least one case that you would NOT share the video, can you elaborate 
on why? Please use a maximum of three sentences.  
If you mentioned  in at least one case that you would share the video, please answer the 
questions below. You can skip the following questions if you would not share any of the 
videos. 
 

Would you share the video(s)... 
- Online 

- Offlin 

- Both 

 

Via which channel(s) would you distribute the video(s)? You can choose multiple answers. 
- Facebook 

- Twitter 

- Instagram 

- Whatsapp 

- Other, namely:  
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Who would you share the video(s) with? 

- Colleagues 

- Friends 

- Family 

- Others, namely: 

 

Who was the person featured on the videos? 

*Open question 

 

What do you think the aim of this study is? Please use a maximum of three sentences. 

*Open question 

 

Finally, here are some demographic questions.  

What is your age? 

 

What is your gender? 

- Male 

- Female 

- Non-binary / third gender  

- Prefer not to say 

 

Choose one of the following options. Are you (most of your time): 

- Schoolchild / student 

- Working 

- Volunteer 

- Unemployed 

- Retired 

- Other, namely: 

 

What is your highest level of education? This can also be your current education and does not 

need to be completed yet. 

- Some High School 

- High School 
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- Bachelor's Degree 

- Master's Degree 

- Ph.D. or higher 

- Trade School 

- Prefer not to say 

 

These were all the questions. If there is anything you would like to share with us, concerning 

this study, please let us know in the comment section below. A debrief of this study will 

follow on the next page.  

 

Thank you for your participation! 

  

**Please click on the arrow on the bottom in the right corner to successfully complete 

the survey.** 

  

This study showed both authentic videos and deepfake videos of Bill Gates. 

An authentic interview video of Bill Gates (link: 

https://www.youtube.com/watch?v=rhNxDp8e7p8&t=2537s) was overlapped with audio 

taken from another interview featuring Bill Gates 

(https://www.youtube.com/watch?v=1oxHSZK9w00).  

  

The aim of this research was to test to what extent people can distinguish deepfake videos 

from real videos and to what extent this evaluation influences the degree of credibility of the 

message of a video. We also aim to understand to what extent this evaluation process is 

influenced by a high credibility source (BBC) versus a low credibility source. 

Deepfakes are hyper-realistic fake videos that merge images, video and audio that are used to 

make a person do or say things that have been altered or never took place.  

  

Your participation will then be stored and processed anonymously. Thanks again! 

For any questions and/or comments, please contact: g.ranzini@vu.nl. 
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Appendix C 

Stimuli consisting of four video conditions  

 

 
Figure 4. Sample stimulus with high credible source. Note. The deepfake with a high credible 

source is shown on the left and authentic video with high credible source is shown on the right.  

 

 
Figure 5. Sample stimulus with low credible source. Note. The deepfake with a low credible 

source is shown on the left and authentic video with low credible source is shown on the right.  
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Appendix D 

Independent Sample Test of demographic variables 

 

Table 1 

Independent Samples Test to test any differences between demographic variables between the 

group who is primed and the group who is not.    

 Levene’s Test of Equality of 

Variances 

 

Variable  F Sig.                

 Age .217 .642 

Sex  .009 .926 

Employment  

Education 

1.177 

.376 

.279 

.540 

Note. Levene’s Test was not significant (p > .05), indicating there were no significant 

differences for any of the control variables such as age, gender, employment and education 

 

 

 

 


