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Abstract 

This study considers Deloitte’s blockchain application as an example and object of study. 

Given that there have not been any regulatory responses regarding blockchain applications 

in the Netherlands or European Union, crucial legal aspects of this application need to be 

assessed based on current legislation. One of these aspects is the use of electronic 

signatures to digitally sign a bitcoin transaction in a blockchain application, for the purpose of 

signing an agreement embedded in that transaction. The legal effect of an electronic 

signature used to sign an agreement on the blockchain has not been considered by 

legislators and has so far remained unanswered in literature. The research question in this 

study is whether and under which circumstances, under Dutch law, an electronic signature in 

a blockchain application has the same legal effect as a handwritten signature. The applicable 

legal framework on electronic signatures poses three broad requirements for an electronic 

signature to have the same legal effect as a handwritten signature. The analyses are based 

on the legal framework of electronic signatures, the technology of digital signatures on the 

blockchain and specific circumstances relating to Deloitte’s blockchain application. It can be 

concluded, under Dutch law, an electronic signature used to sign agreements in a blockchain 

application can, under certain circumstances, have the same legal effect as a handwritten 

signature. However, further research is necessary to define remaining uncertainties and thus 

to contribute to the adoption rate of blockchain with reliability. 

 

 

 

 

 

 

 

 

 

 

 



iii 
 

ACKNOWLEDGEMENTS 

 Considering the technical character of the research question, this study would not 

have been possible without the support of many people who were willing to contribute. First 

of all, many thanks to my supervisor, Prof. A.R. (Arno) Lodder, for the guidance and 

encouragement he has provided throughout the process. He has stimulated me to dive into 

this challenging subject. Secondly, my gratitude goes to my three supervisors at Deloitte: J. 

(Jacob) Boersma, B. (Bram) Jonker and P. (Peter) Kits. They have offered me the possibility 

to write my master’s thesis at Deloitte, which has been an inspiring environment, and both 

challenged and encouraged me to bring this study towards completion. Many thanks to the 

Blockchain team at Deloitte from whom I gained lots of information about, not only Deloitte’s 

blockchain application, but also blockchain technology and digital signatures in general. 

They were patient and willing to provide and explain all the required information. The 

assistance of Deloitte created also possibilities to get in contact with several interesting 

parties. My appreciation goes to K. Willemse (Ondertekenen.nl - Evidos), who has provided 

information and shared his opinion and expertise about digital signatures, digital identity and 

blockchain applications with me. The interview with him was of great value to perform a 

more critical analysis and to gain more insights into blockchain applications in general. Last 

but not least, recognition must be given to A. Engelfriet (ICTRecht) as well as to S. Gijrath 

(C-Legal and Leiden University), who both have shared their expertise about contracting on 

the blockchain and electronic signatures in general.  

 

 

 

 

 

 

 

 

 

 

 



iv 
 

Content 

Abstract ..................................................................................................................................ii	

ACKNOWLEDGEMENTS ......................................................................................................iii	

Content ..................................................................................................................................iv	

Introduction............................................................................................................................1	

Research question and method ...........................................................................................2	

Scope and limitations ...........................................................................................................4	

CHAPTER 1: Dutch legal framework on electronic signatures .........................................6	

1.1 Introduction ....................................................................................................................6	

1.2	Functions of a signature under an agreement ...............................................................6	

1.3	Dutch legal framework on electronic signatures ............................................................7	

1.3.1	 Section 3:15a Dutch Civil Code .........................................................................7	

1.4 The eIDAS Regulation ...................................................................................................8	

1.4.1	  A brief history of the EU legal framework on electronic signatures...................8	

1.4.2 	 Scope of the eIDAS Regulation .........................................................................9	

1.4.3 	 Electronic signatures: three classifications ......................................................10	

1.5 Concluding remarks .....................................................................................................14	

CHAPTER 2: Technical framework of digital signatures on the blockchain..................16	

2.1 Introduction ..................................................................................................................16	

2.2 Digital signatures..........................................................................................................16	

2.2.1 	 Introduction to public key cryptography............................................................16	

2.2.2 	 Public and private key ......................................................................................17	

2.2.3 	 Secure hash function .......................................................................................17	

2.3 Working method of a digital signature..........................................................................18	

2.4 Digital preservation ......................................................................................................20	

2.5 Generating and storing digital keys..............................................................................20	

2.6 Distribution of public keys ............................................................................................21	

2.6.1	 Distribution through digital certificates .............................................................21	

2.6.2 	 Distribution through blockchain technology......................................................22	



v 
 

2.7 Introduction to blockchain ............................................................................................22	

2.8 General characteristics of a blockchain .......................................................................22	

2.9 How does blockchain technology work? ......................................................................23	

2.9.1	 Digital keys and ownership ..............................................................................23	

2.9.2	 Bitcoin transaction and the possibility of inclusion of non-payment data .........24	

2.9.3 	 Mining...............................................................................................................24	

2.10 Concluding remarks on Chapter 2 .............................................................................25	

CHAPTER 3: Real estate agreements on the blockchain ................................................27	

3.1 Introduction to blockchain in real estate.......................................................................27	

3.2 Purpose of the use of blockchain in commercial real estate ........................................27	

3.3 Specification of the agreement.....................................................................................27	

3.3.1	 Entering into a section 230a DCC agreement..................................................28	

3.3.2 	 Type of digital signature to be used .................................................................28	

3.4 Blockchain-based commercial real estate application .................................................29	

3.4 Concluding remarks with regard to Deloitte’s blockchain application ..........................32	

CHAPTER 4: Legal status of electronic signatures in Deloitte’s blockchain application
...............................................................................................................................................33	

4.1 Introduction ..................................................................................................................33	

4.2 Assessment of the legal requirements .........................................................................33	

4.3 Assessment of the functions ........................................................................................36	

4.5 Concluding remarks on Chapter 4 ...............................................................................39	

Conclusion ...........................................................................................................................40	

Bibliography.........................................................................................................................44	



1 
 

Introduction 

In recent years, several industries have seen traditional ways of entering into written 

agreements being replaced by electronic means. Electronic contracting has become a 

common option in several sectors. In the real estate sector in the Netherlands several 

companies are adapting their ways of entering into agreements towards electronic 

contracting. An important aspect of electronic contracting is the use of electronic signatures. 

Initially electronic contracting came with a certain degree of legal uncertainty. It was doubted 

whether an electronic signature had the same legal effect as a conventional handwritten 

signature. In this context, the European Union followed other legislators around the world 

and came up with a set of rules on the use of electronic signatures. The most recent took 

effect on 1 July 2016 in the form of the Regulation on electronic identification and trust 

services for electronic transactions in the internal market (the “eIDAS Regulation”).1  

A conventional signature under an agreement provides several functions, as a result of 

which, it is often considered to establish an acceptable degree of legal certainty. The eIDAS 

Regulation defines three types of electronic signatures. Under Dutch law, in order to have the 

same legal effect, an electronic signature must (1) fall under one of these legal definitions. In 

addition, the method used for signing needs to be “sufficiently reliable”, considering (2) the 

purpose for which the electronic signature is used and (3) the other circumstances of the 

case. 

In some business transactions, such as in the real estate industry, a signature alone does 

not provide the adequate level of reliability. Third parties such as lawyers or notaries can be 

employed to confirm uncertainties and thereby ascertaining the required level of reliability. 

However, as a consequence of several disadvantages, the current system of the real estate 

industry has been shown to be susceptible to fraud. A next step towards achieving a higher 

level of reliability is by way of technology. A suitable technology for this purpose is called 

blockchain. Due to a set of rules, laid down in a protocol, blockchain technology has the 

potential to achieve a high level of trust regarding the exchange of value of any kind.2 

Blockchain technology is best known in the context of the digital currency bitcoin. Blockchain 

has, however, many other (potential) applications. A blockchain consists of a continuously 

growing chain of information, gathered and stored in subsequent blocks. The chain serves 

as a distributed public ledger, created through consensus of the participants over the entire 

                                                
1 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic transactions in the internal market and 
repealing Directive 1999/93/EC. 
2 Tapscott D. & Tapscott A. 2016, p. 5. 
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network. Several characteristics of blockchain technology make it suitable as a tool to record 

and secure transactions.3 Since blockchain is not owned or governed by a third party, its 

users will determine what digital information is recorded on the blockchain. Blockchain is a 

much-discussed subject and is emerging as a technology. However, there have not been 

any regulatory responses regarding the emerging application of blockchain in the 

Netherlands or European Union. In the United States on the other hand some states have 

attempted to introduce rules and regulations. In Nevada for example, a bill for an act was 

signed on the 5th of June 2017 which states that a signature may not be denied legal effect 

or enforceability solely because a blockchain was used to create, store or verify that 

signature.4 Without such regulatory assurances in the Netherlands or the European Union, 

uncertainty might arise as to these kind of issues.  

Currently, a wide range of blockhain applications is being developed. Deloitte, together with 

the municipality of Rotterdam and the Cambridge Innovation Center (CIC), developed a 

blockchain-based system that can process lease and other real estate agreements safely 

and quickly.5 This study will consider this specific application (hereinafter Deloitte’s 

blockchain application) as an example and object of study. As part of Deloitte’s blockchain 

application, real estate agreements are entered into between professional parties. These 

agreements are established and recorded on the blockchain, without any paper trail record of 

conventional handwritten signatures. This raises questions as to the legal certainty and 

reliability of these agreements. More specifically, the question arises whether electronic 

signatures that are used to sign agreements on the blockchain have the same legal effect as 

a handwritten signature. The legal status of an electronic signature used to sign an 

agreement on the blockchain has not been considered by legislators and has so far 

remained unanswered in literature.  

Research question and method 

This research aims to build on analyses on the legal framework for electronic signatures in 

general, to analyse the legal effect of an electronic signature in a blockchain application. The 

specific research question that will be answered is whether and under which circumstances, 

under Dutch law, an electronic signature in a blockchain application has the same legal effect 

as a handwritten signature. For this purpose, this study focusses on the electronic signature 

in Deloitte’s blockchain application. The purpose of this electronic signature is to establish a 

type of lease agreement between professional parties.  

                                                
3 Tapscott D. & Tapscott A. 2016, p. 29-31. 
4 State of Nevada, Senate Bill No. 398, June 5, 2017. An Act to establish various provisions relation to 
the use of blockchain technology (BDR 59-158). 
5 Deloitte, Basis for blockchain in real estate established, 2017 
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This question is divided into several sub questions which will be answered in separate 

chapters.  

In Chapter 1, an overview of the current Dutch legal framework applicable to electronic 

signatures will be provided, based on legislation and literature. In this chapter it will be 

established under which circumstances an electronic signature obtains the same legal effect 

as a handwritten signature. Given that the legal effect of an electronic signature under Dutch 

law depends on the purpose and context of the signature, the general purpose and functions 

of signatures will be analysed. Thereafter, the different types of electronic signatures the 

eIDAS Regulation defines will be described and discussed in terms of their legal 

consequences. This relates to the other requirement under Dutch law for an electronic 

signature to have the same effect as a handwritten signature. In order to have the same legal 

effect, an electronic signature must fall under one of the legal definitions of electronic 

signatures which follow from eIDAS. It is expected the electronic signature used to sign 

agreements in Deloitte’s blockchain application meets (part) of the requirements for an 

‘advanced electronic signature’, defined in the eIDAS Regulation. This is due to the 

technological features of the used signature: a so-called digital signature. 

In Chapter 2, various technical aspects of this digital signature in Deloitte’s blockchain 

application will be discussed. These aspects are relevant to consider because part of the 

requirements embedded in the definition of an (advanced) electronic signature under the 

eIDAS Regulation can be complied with utilizing the technology of a digital signature. In 

addition, it will be analysed in what way blockchain technology affects the legal effect of an 

electronic signature.  

In Chapter 3, various relevant circumstances in relation to Deloitte’s blockchain application, 

including the type of real estate agreements, will be discussed. Also, the way the electronic 

signature is used and parties enter into agreements in Deloitte’s blockchain application will 

be described in more detail.  

In Chapter 4 the findings with respect to the legal framework, the technical framework and 

specific circumstances relevant in the context of Deloitte’s blockchain application will be 

combined to derive conclusions on the legal effect of the electronic signature used in 

Deloitte’s blockchain application. In addition, it will be discussed in what possible ways 

blockchain technology can enhance the reliability of an electronic signature.  

The Conclusion will summarize the findings of this research providing a concise answer to 

the research question. Finally, recommendations for further research will be made.  
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Scope and limitations 

This research focusses on agreements signed in a blockchain application, with Dutch law as 

applicable law. Within this context this study examines whether the adequate level of legal 

reliability can be established for an electronic signature in a blockchain application.  

By examining the legal effect of electronic signatures in a blockchain application, this study 

aims to contribute to the development of Deloitte’s blockchain application. Still, the electronic 

signature is only one legal aspect that is relevant to consider before the application can be 

put to use. Given that no earlier studies have examined the legal effect of electronic 

signatures in a blockchain context, this study aims to address only this specific aspect. By 

means of defining several limitations, this paragraph aims to further delineate this study.  

The first limitation of this study relates to the technology that is being reviewed. As will be 

explained in Chapter 2, blockchain technology can be applied in various forms. Deloitte’s 

blockchain application is meant to be implemented on the Bitcoin protocol blockchain. It 

cannot be ruled out that other types of blockchain require a different analysis.  

The second limitation of this study relates to the applicable law. It is assumed that Dutch law 

is applicable and that the Dutch court has jurisdiction.6 This may be different in cases where 

parties agreed on the application of laws or jurisdictions of other countries.7 As this study 

focusses on the legal effect of an electronic signature under Dutch law, it is also assumed 

that parties did not make deviating agreements regarding the legal effect or any other legal 

implications of their signing.  

The third limitation on this study relates to the legal effect of a handwritten signature. The 

description of the legal effect of a handwritten signature is not part of this study. For the 

purpose of this study, it is assumed that a handwritten signature provides the required level 

of legal certainty and reliability. For the same reasons, it does not fall within the scope to 

discuss the Dutch legal framework on the authority of the signatory.  

The fourth limitation of this study relates to the type of agreement that is signed. Deloitte’s 

blockchain application is developed to manage both real estate lease agreements and real 

estate purchase agreements. Real estate purchase agreements, however, require the 

execution of a deed by a notary. This act cannot be replaced by blockchain technology. 
                                                
6 When a dispute arises with regard to an immovable property situated in the Netherlands, in the 
event that the plaintiff does not have his domicile or habitual residence in the Netherlands, the Dutch 
court derives its jurisdiction from section 6, under (f), of the Code of Civil Procedure. This section is in 
line with rules of International Private Law on jurisdiction. See section 22, point (1), of the Brussels I 
Regulation. However, it is a common possibility that the Dutch court does not have exclusive 
jurisdiction.  
7 According to Dutch law, with regard to some sections of real estate law, parties have the possibility 
to make a choice of another country’s law. 
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Therefore, only the signing of real estate lease agreements is considered in this study. The 

question on the legal effect of electronic signatures centers on ‘other commercial real estate’ 

agreements in a business to business relationship (section 7:230a DCC). Therefore in this 

study, no consideration is made of any protections under Dutch law of a weaker party. 
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CHAPTER 1: Dutch legal framework on electronic signatures 

1.1 Introduction 

The legal effect of an electronic signature used to sign an agreement on the blockchain has 

not been considered by legislators and so far remains unanswered in literature. However, 

the legal effect of electronic signatures in general follows from the eIDAS Regulation and 

Dutch law. In this first chapter it will be established under which circumstances an electronic 

signature obtains the same legal effect as a handwritten signature. In order for an electronic 

signature to obtain the same legal effect, it is relevant to consider the purpose and functions 

of a signature. Therefore, below follows a description of the purpose and functions of 

signatures. Thereafter, the Dutch legal framework applicable to electronic signatures will be 

described at the hand of the relevant Dutch law provisions as well as the eIDAS Regulation.  

1.2 Functions of a signature under an agreement 

A signature can have several purposes and functions. In literature various functions of a 

signature are recognized. 8 This study focusses on the purpose of signatures that are used 

to enter into a written agreement. The most relevant functions of these kind of signatures 

are: 

 

(1) Identification of the signatory (identification function); 

(2) Providing certainty as to the origin of the source (authentication function regarding 

the signatory); 

(3) Assure the integrity of a document (authentication function of the content of the 

document); 

(4) Proof of the authenticity of the signatory’s identity (function of non-repudiation of the 

origin).  

(5) Expression of the signatory’s intention to accept an offer (function of expression of 

intention).  

(6) Evidence of the existence of a signed agreement (evidentiary function). 

The above functions are derived from literature. They are considered most relevant in this 

study because they relate to the legal effect of a signature. In addition to the above 

functions, in literature three other functions are distinguished. These functions (the 

cautionary function, the function of safeguarding rashness and the finality function) are not 

considered relevant in this study. They do not relate to the legal effect of the signature itself.  

                                                
8 Stekelenburg 2010, p. 72. See also: Huydecoper & Esch, van, ITeR-reeks nummer 7, 1997, p. 119 
e.v. and Mason 2012, p. 2.  
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The above functions will be considered below. They are relevant to consider to determine 

whether a specific electronic signature has the same legal effect as a handwritten signature.  

1.3 Dutch legal framework on electronic signatures 

In the forthcoming paragraphs, the Dutch legal framework on electronic signatures and the 

legal requirements for different electronic signatures according to the eIDAS Regulation will 

be discussed. It will be established under which circumstances an electronic signature has 

the same legal effect as a handwritten signature. In this study it is assumed that a 

handwritten signature provides the required level of legal certainty and reliability. Therefore, 

it is only relevant to consider under which circumstances the used electronic signature has 

the same legal effect as a handwritten signature. This method also proves useful given the 

Dutch legal framework. Dutch law explicitly provides that an electronic signature can have 

the same legal effect as a handwritten signature. This means that each legal effect of a 

handwritten signature can be established by a way of an electronic signature.9  For this 

purpose, an electronic signature needs to fulfil the below described criteria.  

1.3.1 Section 3:15a Dutch Civil Code  

Section 3:15a Dutch Civil Code (hereinafter DCC) deals with the legal effect of electronic 

signatures. In order to adapt to the eIDAS Regulation, section 3:15a DCC was recently 

amended. It states:10 

As well as a qualified electronic signature, defined in section 3 (12) of the eIDAS 

Regulation, an advanced electronic signature, defined in section 3 (11) and other 

electronic signatures, defined in section 3 (10) of that Regulation, have the same 

legal effect as a handwritten signature if for both of these electronic signatures, the 

method used for signing is sufficiently reliable, considering the purpose for which 

the electronic signature was used as well as all other circumstances of the 

situation.  

Based on section 3:15a DCC, three relevant aspects determine whether a certain electronic 

signature has the same legal effect as a handwritten signature.  

Firstly, it needs to be considered whether the method used for signing falls under the 

definitions of one of the electronic signatures as defined in section 3 of the eIDAS 

Regulation. For this purpose, it needs to be considered if the method used for signing meets 

the legal requirements that follow from the eIDAS Regulation.  

                                                
9 Tjong Tjin Tai, in: GS Vermogensrecht, art. 3:15a BW, aant. 8. See also: Kamerstukken I 2002/03, 
27743, 35, p. 10. 
10 There is not (yet) an official English version of section 3:15a DCC. This text is translated from the 
official Dutch legislation and based on the previous translation of section 3:15a DCC.  
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Secondly, it needs to be established that the method used for signing was sufficiently 

reliable given the “purpose for which the electronic signature was used”. In the context of this 

criterion, it follows from the Explanatory Memorandum to the Act that an electronic signature 

under an agreement needs to fulfill the same functions as a handwritten signature, in order 

to obtain the same legal effect.11 These functions were discussed in paragraph 1.1.12  

Thirdly, it needs to be established that the method used for signing was sufficiently reliable, 

considering the other circumstances of the case. Since this requirement is formulated very 

broadly, it cannot be concluded in general under which circumstances the method used for 

signing can be considered sufficiently reliable.13  

It follows that electronic signatures have the same legal effect as handwritten signatures if 

they comply with the above three broad requirements. The assessment of these aspects 

requires an analysis of the specific circumstances. When assessing an electronic signature 

these three requirements can complement each other.14 The complimentary nature of these 

requirements will follow from the assessment made in Chapter 4 below.  

1.4 The eIDAS Regulation  

It follows from the first described requirement above that in order for an electronic signature 

to obtain the same legal effect as a handwritten signature, it must fall under the definitions of 

electronic signatures in the eIDAS Regulation. Below it will be described that the eIDAS 

Regulation is the result of the latest effort by the EU to regulate electronic transactions. Also, 

the definitions of electronic signatures that follow from the eIDAS Regulation will be 

described.  

1.4.1  A brief history of the EU legal framework on electronic signatures 

The first legislative measures to address the matter of electronic signing were issued in Utah 

with the adoption of the Utah Digital Signature Act in 1995. The Utah act states that “a digital 

signed document is as valid as if it had been written on paper”.15 Some legislators in Europe 

were inspired by the legislative measures in the United States and introduced national 

legislation regarding electronic signatures.16 Since “divergent legal and technical approaches 

                                                
11 According to the Kamerstukken II 2015/16, 34414, 3, p. 63 a judge should check the criteria the 
same way it was one based on the previous section 3:15a DCC. Kamerstukken II 2002/03 27743, p. 4 
discusses whether an electronic signature can have the same legal effect as a handwritten signature. 
This partly depends on whether the electronic signature fulfils the same functions as a handwritten 
signature.  
12 Dondorp 2011, p. 136. 
13 Tjong Tjin Tai, in: GS Vermogensrecht, art. 3:15a BW, aant. 7.2. 
14 Dondorp 2011, p. 21. 
15 Utah Digital Signature Act, Utah Code § 46-3-402. 
16 Italy implemented the so-called Bassanini law, law nr. 59 of 15 March 1997. Germany implemented 
the German Digital Signature Law on June 13, 1997.  
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would constitute a serious obstacle to the Internal Market”, the European Commission 

proposed an alternative.17 This lead to the entry into force of the Electronic Signature 

Directive (ESD).18 The main goal of this directive was to facilitate the general legal 

recognition and use of the electronic signature as evidence in legal proceedings in all 

Member States.19 A directive is a legislative act that sets out a goal that all EU countries 

must achieve. It is up to each individual country to achieve this goal by transposing it into 

their national laws.20 Despite the ESD, divergences in national laws between Member States 

remained to exist.21 Some Member States started to develop their own electronic signature 

schemes, which resulted in various concepts of ‘qualified electronic signatures’. The 

requirements for qualified electronic signatures were not uniform. This resulted in one 

country accepting and another country denying the legal effect of a ‘qualified electronic 

signature’. As a remedy the European Commission again proposed an EU-wide legal 

framework for electronic signatures, but this time in the form of a regulation. A regulation, 

unlike a directive, directly effects the Member States’ law.22 In 2014, the EU Commission 

adopted this regulation, the eIDAS Regulation, which entered into effect on 1 July 2016. 

1.4.2  Scope of the eIDAS Regulation 

The eIDAS Regulation deals with mutual recognition of e-identification and authentication for 

electronic transactions in the internal market. Chapter II of the eIDAS Regulation deals with 

government-recognized electronic identification systems and targets the public sector. 

Chapter III of the eIDAS Regulation is applicable to any trust service providers (TSP), along 

with companies in the private sector.23 As one of the trust services, electronic signatures are 

a small aspect of the eIDAS Regulation.24 TSPs do not have the obligation to change their 

working method. Instead, the Regulation seeks for more confidence in electronic 

transactions. Therefore, the eIDAS Regulation incentives companies and other actors to 

follow European rules, by granting legal certainty to the more reliable authentication 

mechanisms.25 

                                                
17 ‘European Commission adopts policy framework for more security on the Internet’, European 
Commission, 8 October 1997, europa.eu 
18 Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a 
Community framework for electronic signatures (recital (21)). 
19 Kamerstukken II 2000/01, 27743, 3, inleiding. 
20 Regulations, Directives and other acts, 2017 
21 Zehua, The Legal Effect of Electronic Signatures: A Comparison between EU and China 
Legislation, 2017, p. 14-16. 
22 Regulations, Directives and other acts, 2017 
23 See Chapter II and Chapter III of the eIDAS Regulation.  
24 Section 3 (16) of the Regulation defines a trust service. With “trust services”, those services are 
meant, that relate to electronic signatures, electronic seals, time stamps, electronic delivery services 
and website authentication. 
25 Zehua, The Legal Effect of Electronic Signatures: A Comparison between EU and China 
Legislation, 2017, p. 14-16. 
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The eIDAS Regulation provides a legal framework based on different assurance levels (low, 

substantial and high), depending on the degree of confidence that electronic identification 

means provide. For the purpose of a uniform interpretation of methods for electronic 

authentication and verification of identity, various minimum technical requirements and 

standards are formulated in the Implementation Act (EU) 2015/1502. For electronic 

signatures also three classifications exist. They are inspired by but formulated independent 

from the above described assurance levels for electronic identification. 26  

1.4.3  Electronic signatures: three classifications 

The eIDAS Regulation adopted a two-tiered approach. This means that generally the use of 

electronic signatures, with low threshold requirements, is permitted and greater legal effect is 

assigned to more reliable electronic signatures.27 The eIDAS Regulation adopted three 

classifications for electronic signatures. As discussed in paragraph 1.3.1, for an electronic 

signature to have the same legal effect as a handwritten signature, it must fall under one of 

the definitions of electronic signatures as follows from section 3 of the eIDAS Regulation. In 

addition, compliance with elements of a more reliable type of electronic signature as 

qualified in the eIDAS Regulation may be a relevant circumstance when assessing the 

reliability of the electronic signatures.28 

I. Electronic signature 

Section 3 (10) of the Regulation defines an electronic signature as “data in electronic form 

which is attached to or logically associated with other data in electronic form and which is 

used by the signatory to sign”. This definition refers to various methods, whereby electronic 

data are used by a natural person to sign. The electronic signature needs to be “attached to 

or logically associated” with the signed data. This means the signed document and the 

electronic signature do not need to be included in the same electronic data but can exist as 

separate files assuming they are logically associated.29  

                                                
26 According to Recital (16) various technical definitions and descriptions of assurance levels are 
based on several so-called Large-Scale Pilots, such as Secure identity across boRders linked project 
(STORK) and ISO 29115. STORK is an EU-project which aims “to establish a European electronic 
identification (eID) Interoperability Platform that will allow citizens to establish new e-relations across 
borders, just by presenting their national elD.” 
27 UNCITRAL Promoting Confidence in Electronic Commerce 2009, p. 49. 
28 Dondorp 2011, p. 182. 
29 Tjong Tjin Tai, GS Vermogensrecht, art. 3;15a BW aant. 4.3. An example of such an association is 
if a user logs in and his session gets assigned a unique number for his session. All the entered data in 
that session, are recorded with a connection to that unique number. This too can be considered 
“attached to or logically associated” because the signed data and the data used to sign (the login 
data) can be associated by means of the unique session number. This is also possible if the signed 
data and the data used to sign are physically located in different places. 
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With regard to the legal effect of an electronic signature, section 25 (1) of the eIDAS 

Regulation states that all electronic signatures shall not be denied legal effect and 

admissibility as evidence in legal proceedings.30 This rule is called the ‘non-discrimination 

principle’. However, Recital (49) of the eIDAS Regulation seems to limit this principle stating 

that it does not affect the competence of national legislators to define the legal effect of 

electronic signatures. The validity of an electronic signature can still depend on legal 

systems’ provisions for special procedures or requirements to conclude a legal act.31  

II. Advanced electronic signatures 

The eIDAS Regulation is meant to be technology neutral and the requirements of an 

advanced electronic signature do not prescribe a specific technology.32 However, the most 

common mechanism through which the requirements for an advanced electronic signature 

can be met, is the technology of a digital signature. The electronic signature used in 

Deloitte’s blockchain application is also a type of digital signature. For these reasons the 

requirements for an advanced electronic signature are discussed from the perspective of 

that type of electronic signature. 

The requirements laid down in section 26 of the eIDAS Regulation are as follows: 

(a) It is uniquely linked to the signatory; 

(b) It is capable of identifying the signatory; 

(c) It is created using electronic signature creation data that the signatory can, with a 

high level of confidence, use under his sole control; and 

(d) It is linked to the data signed therewith in such a way that any subsequent change 

in the data is detectable.  

It can be difficult to check an electronic signature against these four requirements. 

Therefore, several standardization measures have been taken by the European 

Telecommunications Standards Institute (ETSI). These standards aim at providing technical 

specifications for advanced electronic signatures.33 These standards are not obligatory to 

                                                
30 Regulation section 25 (1): “an electronic signature shall not be denied legal effect and admissibility 
as evidence in legal proceedings solely on the grounds that it is in an electronic form or that it does 
not meet the requirements for qualified electronic signatures”. 
31 Dumortier, SSRN 2016, p. 20. 
32 Recital (16) of the eIDAS Regulation  
33 These so called Advanced Electronic Signature standards (AdES-standards) are standards that 
describe the way certain document types (XML (XAdES), PDF (PAdES), CMS (CAdES) and ZIP 
(ASiC)) should be signed. ETSI standards provide guidelines regarding technical specifications to 
achieve order in a given context. These standards define what information should be included in an 
advanced electronic signature and aim to support the distribution of the public keys; it does not 
prescribe requirements for advanced electronic signatures. Users can benefit from standards 
regarding their reliability and safety. See also: ETSI TR 119 000 V1.2.1 (2016-04).  
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implement, but are often used as recommendations.34 These technical specifications also 

include the requirements of TSPs issuing digital certificates to support digital signatures.35 A 

digital certificate is issued by a TSP that verifies the identity of the applicant’s electronic 

signature creation data. In Chapter 2 more information about digital certificates is given. 

Although digital certificate are often used to support digital signatures, an advanced 

electronic signature does not require a digital certificate.36 The requirements laid down in the 

eIDAS Regulation are formulated technology neutral and electronic signatures on the 

blockchain have not (yet) been taken under consideration within these standards. Due to 

this, ETSI standards will not be discussed further. 

The requirements of an advanced electronic signature are intended to enhance links 

between the signature, the signatory and the signed data. An explanation for each 

requirement laid down in section 26 of the eIDAS Regulation will be given.  

(a) The first requirement means that the signatory is the only person that the electronic 

signature can be uniquely linked with. It should not be reusable, susceptible of 

misuse or possible to be generated twice (on purpose or accidentally).37 It seems that 

there is not one type of electronic signature that can conform to this part of the 

definition of an advanced electronic signature because the electronic signature is 

uniquely linked to the electronic signature creation data and not to the signatory.38 

This requirement should not be interpreted absolutely.39 An electronic signature can 

approximately be uniquely linked to the signatory when the electronic signature 

creation data can only be used after subsequent authentication steps.40  

(b) The second requirement is that an electronic signature needs an identifying 

character. Any form of electronic signature is capable of identifying the person that 

signed it as follows from Mason (2012).41 Examples of how an electronic signature 

can identify the signatory are a typed name in the signed document, the name in an 

e-mail address or an IP address.       

 Regarding the function of identification of the signatory mentioned in 

paragraph 1.2, there are several identities that can be claimed. These could include 

an identity as issued by the government, a self-declared identity of a natural person 

or a pseudonym. In case a signatory signs on behalf of a professional party, the 
                                                
34 Lodder, Dumortier & Bol, 2005, p. 67.  
35 ETSI TR 119 000 V1.2.1 (2016-04), p. 5, 9. See also: van Es 2016, p. 4-6. 
36 Technology-neutral character of the eIDAS Regulation is laid down in Recital (16) of the eIDAS 
Regulation.  
37 Dondorp 2011, p. 32. 
38 Dondorp 2011, p. 32. 
39 Mason 2012, p. 121. 
40 Lekkerkerker, JBN 2014/43, afl. 9, p. 4. 
41 Mason 2012, p. 121. 
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signatory needs to be authorized to legally represent that professional party. 

However, the signature itself does not provide certainty regarding this authority.  

(c) The third requirement pertains to the electronic signature creation data that is defined 

in the eIDAS Regulation as “unique data which is used by the signatory to create an 

electronic signature”. The signatory should be the only person able to use the 

electronic signature creation data and should also retain this sole control after the 

electronic signature was created. In order to meet this third requirement, it is not 

necessary that the environment where remote electronic signatures are created and 

stored, is physically under the sole control of the signatory.42  

 In regards to the function of authenticating the signatory, mentioned in 

paragraph 1.2, the combination of the first and third legal requirement of an 

advanced electronic signature, aim to enhance that function for electronic signatures. 

Authentication means the electronic process that enables the electronic identification 

of a natural person.43 As for the authenticity of the signatory, the location 

independent character of entering into agreements by electronic means increases 

the uncertainty of the authenticity of the signatory’s identity.44 The Explanatory 

Memorandum to the Dutch implementation Act of the ESD (which can be referred to 

since the current Dutch legislative text on electronic signatures is consistent with the 

old text) suggests several possibilities to achieve the function of authentication of the 

signatory.45 These suggestions include that before the electronic signature creation 

data can be used, knowledge (for example a PIN code), possession (through storage 

on a smart card) or biometric data (such as a fingerprint) is required.46  

      

(d) The last requirement pertains to the authenticity and integrity of the signed data. The 

electronic signature does not necessarily need to prevent the signed data can be 

changed. However, any subsequent changes in the signed data should be 

detectable. This fourth legal requirements aims to enhance the function of 

authenticating the content of the document, mentioned in paragraph 1.2.  

 

III. Qualified electronic signatures 

                                                
42 According to Recital (52) of the eIDAS Regulation: “remote electronic signature service providers 
should apply specific management and administrative security procedures and use trustworthy 
systems and products in order to guarantee that the electronic signature creation environment is 
reliable and is used under the sole control of the signatory”. 
43 Part of the definition, laid down in section 3 (5) of the eIDAS Regulation. Authentication can both 
regard the integrity of the document as on how one proves that they are who they claim to be. 
44 Dondorp 2011, p. 131. 
45 Tjong Tjin Tai, in: GS Vermogensrecht, art. 3:15a BW, aant. 7.1. 
46 Tjong Tjin Tai, in: GS Vermogensrecht, art. 3:15a BW, aant. 5. 
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A “qualified electronic signature” is defined as “an advanced electronic signature that is 

created by a qualified electronic signature creation device, and is based on a qualified 

certificate for electronic signatures”.47 A qualified digital certificate is issued by a qualified 

TSP. The qualified TSP attests the authenticity of the applicant’s identity through a qualified 

digital certificate.48 Annex 1 of the eIDAS Regulation presents further technical and 

procedural requirements to this qualified electronic signature.     

 By means of a qualified digital certificate the function of non-repudiation of the origin, 

mentioned in paragraph 1.2, can be provided. The function of non-repudiation prevents 

someone from repudiating the true origin of an electronic signature. In case the signatory 

denies their qualified electronic signature, the signatory either needs to demonstrate an 

intention to deceive, or has been negligent in failing to secure the use of the signature 

creation data adequately. 49 The function of non-repudiation can also be provided on a lower 

level of assurance by a different third party. Although this third party may not qualify as a 

(qualified) TSP, nevertheless, for agreements that do not require a qualified electronic 

signature, it can be sufficient if that third party is independent.50  

In section 25 (2) of the eIDAS Regulation it is established a qualified electronic signature has 

the same legal effect as a handwritten signature. As will be discussed in the next chapters, 

the electronic signature used to sign an agreement in Deloitte’s blockchain application does 

not make use of qualified digital certificates. Therefore, for the scope of his study, the 

requirements for a qualified electronic signature will not be discussed any further. Because 

the electronic signature used to sign an agreement in Deloitte’s blockchain application does 

not qualify as a qualified electronic signature, the legal effect cannot be determined on the 

basis of the eIDAS Regulation. 

1.5 Concluding remarks  

The applicable legal framework on electronic signatures poses three broad requirements for 

an electronic signature to have the same legal effect as a handwritten signature.  

 Firstly, the method used for signing needs to fall under the definitions of a type of 

electronic signature as defined in section 3 of the eIDAS Regulation. For this purpose, it 

needs to be considered if the electronic method used for signing meets the legal 

requirements that follow from the eIDAS Regulation.      

 It is expected the electronic signature used to sign an agreement on the blockchain 

meets (part) of the requirements for an advanced electronic signature. It is assumed in this 
                                                
47 Section 3 (12) eIDAS Regulation. 
48 Section 25 (2): “A qualified signature shall have the equivalent legal effect of a handwritten 
signature”. 
49 Mason 2012, p 260. 
50 Dondorp 2011, p. 139. 
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study that compliance with elements of a more reliable type of electronic signature, such as 

an advanced electronic signature, as defined in the eIDAS Regulation is a relevant 

circumstance when assessing the reliability of the electronic. For this reason it is relevant to 

determine if the electronic signature used to sign an agreement on the blockchain indeed 

meets the legal requirements of an advanced electronic signature.   

 Secondly, the method used for signing needs to be sufficiently reliable given the 

“purpose for which the electronic signature was used”. A signature under an agreement 

fulfills several important functions. Within the legal requirements for an advanced electronic 

signature part of the functions a signature should fulfill are enhanced.  

 Thirdly, it needs to be established that the method used for signing was sufficiently 

reliable, considering the other circumstances of the situation.  

The next chapter will discuss the used technology of the electronic signature used to sign 

the agreement in Deloitte’s blockchain application and it will discuss blockchain technology.
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CHAPTER 2: Technical framework of digital signatures on the 

blockchain 

2.1 Introduction  

As explained in Chapter 1, the requirements of an advanced electronic signature are 

intended to enhance links between the signature, the signatory and the signed data. In this 

chapter, these links will be discussed from the perspective of the technology of the method 

used for signing in Deloitte’s blockchain application, which is a type of digital signature. Since 

the technology is a complex one, first a few terms (public key cryptography, public and 

private keys and a secure hash function) are explained.51 Secondly, in paragraph 2.3 a step-

by-step plan is given, assisted with a visual explanation (image 1). Thirdly, this chapter 

discusses the additional procedural and technological aspects of a digital signature that may 

contribute to the reliability of an electronic signature. Fourthly, this chapter concludes with an 

explanation of blockchain and how digital signatures are used within this technology.  

2.2 Digital signatures 

The terms digital signature and electronic signature often are used for one and the same 

signature. However, a distinction needs to be made. An electronic signature is a legal 

concept referring to all kinds of electronic signing methods. Electronic signatures can be 

generated in various ways, for instance with cryptography, biometrics or passwords, but also 

scanned signatures and typed names can be labelled as electronic signatures.52 In contrast, 

a digital signature is always generated with the same type of technology.53 This technology 

will be discussed in this chapter.  

2.2.1  Introduction to public key cryptography 

Digital signatures are generated with technology based on asymmetric encryption, also 

referred to as public key cryptography. Public key cryptography uses a pair of keys for 

encryption and decryption. Encryption is the process of encoding data into a form that cannot 

be read by unauthorized parties as it results in an unreadable text, called ciphertext. 

Decryption is the process of reverting the ciphertext to the original plaintext.54 

                                                
51 Since this study attempts to clarify (legal) uncertainties regarding an electronic signature, a basic 
knowledge of the technology behind that specific electronic signature is relevant. Though for a more 
thorough understanding of cryptography the following paper is recommended: An Introduction to 
Cryptography, nd. 
52 Dondorp 2011, p. 90-97. 
53 UNCITRAL Promoting Confidence in Electronic Commerce 2009, p. 13-16. 
54 An Introduction to Cryptography, nd., p. 14. 
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2.2.2  Public and private key 

Public and private keys are cryptographic keys. A cryptographic key is a value that works 

with a cryptographic algorithm to encrypt and decrypt data. The relationship between the 

public and private key is a complex mathematical one: each private key has a unique public 

key associated with it.55  A private key can be converted into a public key, but a public key 

cannot be converted back into a private key. When one key is used to encrypt data, the other 

key is used to decrypt that same data. In order to avoid a private key being compromised, it 

is necessary that one keeps his or her private key secure, not sharing it with anyone.56 In 

contrast, the public key can be shared freely with others.57  

2.2.3  Secure hash function 

The amount of data one can quickly encrypt with a private and public key is limited. A secure 

hash function can be used to transform and reduce any amount of data into data of fixed 

size.58 Several mathematical functions can be used to create a hash value. The security 

depends on whether or not weak spots have been detected yet. The outcome, the so-called 

hash value of the data, can be thought of as a unique digital fingerprint of the original data. If 

even one minor change is made in the original data, so much as removing a dot in a text, the 

fingerprint will be entirely different. An important aspect of a secure hash function is that it is 

easy to compute the digital fingerprint of the original data, but it is nearly impossible to create 

the original data from only the fingerprint. The mathematical function only works one way.59

 If the fingerprint is sent along with the original data, the receiver can check whether 

the hash value of the data matches the sent fingerprint. This can be used to check that the 

integrity of the data has not accidentally been compromised during sending. However, this 

does not stop someone in the middle from making changes to the data, computing the hash 

of the false data and then sending only the changed document and related hash.60 What the 

digital signature does, besides confirming a message was signed by a specific private key, is 

ensuring there was nothing modified in transit. This contributes to the function of integrity of 

the content.61 In the next paragraph it is explained how this works. 

                                                
55 An Introduction to Cryptography, nd., p. 17. 
56 Tapscott D. & Tapscott A. 2016, p. 39-41. 
57 Grassi, Garcia & Fenton, NIST Special Publication 2017, p. 57-58. 
58 Grassi, Garcia & Fenton, NIST Special Publication 2017, p. 53. One could say the security of a 
hash function is time bounded, since one cannot guarantee what technical development may cause 
new weak spots in at that time considered the most secure hash function. For example several years 
ago the method of SHA-1 was considered the most secure, but is now, as a result of technological 
development, considered a more weak hash function.  
59 Grassi, Garcia & Fenton, NIST Special Publication 2017, p. 53. 
60 ‘Blockchain/Bitcoin for beginners 3: public/private keys, signatures... and first ever transaction’, Matt 
Thomas YouTube 2 July 2016. 
61 Grassi, Garcia & Fenton, NIST Special Publication 2017, p. 51. 
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Image 1. “Digital Signatures”. This image was retrieved from revasolutions.com62 

2.3  Working method of a digital signature 

Digital signatures enable the recipient to verify both the authenticity of the information’s 

origin, as well as whether the information is intact.63 The previous sections explained what 

public and private keys are used for and what secure hashing means. For a digital signature 

the public key, the private key and a hash function are combined.  

i. Suppose that person A and person B decide to exchange messages. Person A 

wants to send and sign a document in a way that ensures and afterwards confirms 

that this specific, untampered, document was really sent and signed by person A.  

ii. Firstly, person A needs a public and a private key. These can be generated using a 

software on one’s computer.  

iii. Secondly, to generate a digital signature, person A hashes the data that need 

signing. The outcome is a fixed amount of data, the hash value.64  

iv. This hash value is encrypted with A’s private key. This combination of a hash and 

one’s private key, is called the digital signature. Thirdly, along with the original 

document, this digital signature and the corresponding public key is sent to person B. 

                                                
62 http://www.revasolutions.com/wp-content/uploads/digital-signatures-methodology.jpg 
63 An introduction to Cryptography, n.d., p. 18. 
64 The digital signature discussed here is generated with a specific hash function, namely the SHA-
256 algorithm. For further reading and a more thorough explanation see Antonopoulos 2014, p. 62-
85. 
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The public keys should preferably be exchanged beforehand by simply sending them 

or physically handing them over. Another way is to publish one’s public key in a 

database through which anyone can obtain your public key.65  

v. Lastly, person B can decrypt the digital signature with A’s public key, of which the 

outcome is the hash value that was previously encrypted. This proves that person A 

was the signatory, since only data encrypted with A’s private key can be decrypted 

with their public key. To check whether the signed document was not tampered with, 

person B hashes the received document and compares the two hash values (see 

also image 1).66 Now person B is able to confirm both the document’s authenticity 

and that the document was signed by someone possessing person A’s private key 

(its origin).67    

In the situation described above, it is shown in what way a digital signature is associated with 

other data in electronic form and is used by the signatory to sign, as required for an 

electronic signature in general.68 Due to the characteristics of the technology of digital 

signature, any subsequent changes in the data are detectable. As explained in Chapter 1, 

this fourth requirement for an advanced electronic signature is equivalent to the function of 

authentication of the content of the document.69       

 However, person B cannot be absolutely certain that person A’s signature is given by 

person A. Only in case person A’s public key is physically handed over to person B, the 

claimed identity cannot be completely guaranteed. The signature could be forged by an 

attacker if they somehow obtain A’s private key (because A has failed to keep it truly private), 

or the attacker is able to convince B that their own public key actually belongs to person A. 

This leads to the conclusion that digital signatures do not prove the identity of the signatory 

but do provide authentication of the origin of the digital signature: one can be sure data was 

encrypted with a certain private key if the received public key corresponds. There are 

procedural measures to address the problem of identity, which will be discussed in 

paragraph 2.6. 

                                                
65 Mason 2012, p. 263-365. 
66 ‘Blockchain/Bitcoin for beginners 3: public/private keys, signatures... and first ever transaction’, Matt 
Thomas Youtube 2 July 2016. 
67 Wright, B., ‘Eggs In Baskets: Distributing The Risks Of Electronic Signatures’ (Undated). Available 
at SSRN: https://ssrn.com/abstract=15090 or http://dx.doi.org/10.2139/ssrn.15090. 
68 Section 3 (10) eIDAS Regulation. 
69 UNCITRAL, Promoting Confidence in Electronic Commerce: Legal issues on international use of 
electronic authentication and signature methods (Sales No. E.09.V.4, United Nations Publication 
2009), p. 17  
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2.4 Digital preservation  

A relevant aspect regarding whether an electronic signature can have the same legal effect 

as a handwritten signature is if the “attachment or logic association”70 between the electronic 

signature and the signatory is lasting. Long-term preservation of a digitally signed document 

faces the problem of digital preservation.71 In the digital age, file formats may come and go at 

an increasingly high rate, meaning the file format may become unreadable over time. When 

converting a document to a more modern file format, the hash value of this new file will 

change. This results in expiration of the digital signature. The digital signature would need to 

be recomputed with integrity at stake. Within the literature several solutions for this problem 

have been proposed, but a trade-off remains between the importance of preservation on the 

one hand and integrity on the other.72  

2.5 Generating and storing digital keys 

The way a key pair is generated and stored affect whether or not the requirements for an 

advanced electronic signature and its functions can be achieved.     

 A key pair can be generated by a third party (often a TSP) or by users themselves. 

Parties sometimes do not have the software to generate their own key pairs securely and 

therefore might request a third party to generate one.73 However, according to Mason (2012) 

“it should be emphasized that users, when using a public key infrastructure, should aim to 

continue to generate their own key pairs. Where a third party generates the key pair on 

behalf of a user, the degree of security exercised over the key pair is reduced.” There are 

two aspects that demonstrate this higher level of vulnerability. Firstly the third party 

generating the key pair needs to be trusted not to compromise the private key, and secondly, 

the private key is vulnerable to attack as it is transported to the user.74   

 For an electronic signature to provide proof of the authenticity of the electronic 

signature (providing non-repudiation of its origin), it is important that signatory keeps the 

private key(s) secret. The security depends partly on the way the private key is stored. This 

can for example be in a local storage; in a password-protected wallet on a device or offline 

storage on some portable media or hosted wallets.75 Regardless, private keys are vulnerable 

to attack, loss or open to theft of which users must be aware. 

                                                
70 Terms as used in the definition of an electronic signature in section 3 (10) eIDAS Regulation. 
71 Dondorp 2011, p. 124-125. 
72 Dondorp 2011, p. 124-125. 
73 Mason 2012, p. 279. 
74 Mason 2012, p. 279. 
75 Eskandari e.a., ‘A first look at the usability of bitcoin key management’, USEC 2015, p. 2-4. 
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2.6 Distribution of public keys 

A digital signature can only be verified if others know the corresponding public key. Various 

methods can be used for this purpose. Two methods are discussed below.  

2.6.1 Distribution through digital certificates   

The public key is often distributed to others in the form of a digital certificate. A digital 

certificate has two functions. Firstly, it provides a form in which public keys can be 

exchanged. Secondly, a digital certificates can be used to address the uncertainty regarding 

the authenticity of a claimed identity.76 A digital certificate consists of more than just of the 

public key; it also contains some other information. This other information usually consists of 

information to identify the user and optionally an expiration time. The digital certificate itself is 

also digitally signed with one or more digital signatures that confirm the authenticity of the 

public key is verified.77 By way of example, a digital certificate may be compared to a driver’s 

license: it contains information that is relevant for the purpose of identification and a 

confirmation by an authority as to the identity of the owner of the license.78   

 There are roughly two types of infrastructure that provide a model for digital 

certificates: a web of trust, as used in Pretty Good Privacy (PGP) and a hierarchy of trust, as 

used in Public Key Infrastructure (PKI). In a PGP structure, certificates are issued and 

identities are confirmed through a users’ web of trust. By using PGP, the users act as a 

certification authority and have their own public keys signed by other users that vouch for 

their identity. A PGP certificate can contain only the signature of the key’s owner, referred to 

as self-signed certificate, or multiple signatures of other users.79 In a PKI on the other hand, 

certificates are issued and identities are verified by a TSP. Such a TSP provides certificate 

management facilities, including the ability to issue; revoke; store and retrieve digital 

certificates.80 Often, the digital certificate used to sign end-user certificates by the TSP is 

itself not a top level certificate but may be issued by another TSP of a higher level, eventually 

culminating in a root certificate (which is self-signed).81 In section 3 (20) of the eIDAS 

Regulation, a TSP accredited to issue qualified certificates is referred to as a qualified TSP.82 

As explained in Chapter 1, in case of a qualified electronic signature, the origin of an 

electronic signature cannot be repudiated without demonstration of an intention to deceive or 

the signatory has not kept the private key secure. 
                                                
76 Mason 2012, p. 265. 
77 Antonopoulos 2014, p. 63. 
78 An introduction to Cryptography, n.d., p. 21. 
79 UNCITRAL, Promoting Confidence in Electronic Commerce: Legal issues on international use of 
electronic authentication and signature methods (Sales No. E.09.V.4, United Nations Publication 
2009), p. 21-24. 
80 Grassi, Garcia & Fenton, NIST Special Publication 2017, p. 58. 
81 An introduction to Cryptography, n.d., p. 26-32. 
82 Section 3 (17) eIDAS Regulation. 
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2.6.2  Distribution through blockchain technology  

In a blockchain network the same type of digital signatures is used as in many other internet 

applications. Due to the characteristics of blockchain technology, it can be shown that the 

blockchain can be considered as a substitute for digital certificates as it regards the 

distribution of public keys. Below, first the technology behind blockchain will be described. 

After this, it will be described in what way blockchain technology functions as a record of 

verified digital signatures. 

2.7 Introduction to blockchain 

Blockchain is best known as the technology behind the Bitcoin network.83 Bitcoin is a digital 

currency that is created and held electronically. However, blockchain technology has much 

broader applications. A blockchain is a secure distributed ledger that stores a registry of 

assets and transactions across a peer-to-peer network.84 The main features of this 

technology will be described below. 

2.8 General characteristics of a blockchain 

There are currently different types of blockchains in use. In this study the blockchain on 

which the Bitcoin network relies is discussed. This blockchain is also used for Deloitte’s 

blockchain application. Blockchain is based on certain characteristics that follow from a set 

of rules, laid down in a protocol that all users of the network adhere to. In the case of Bitcoin 

the protocol was originally written by a pseudonymous person or persons named Satoshi 

Nakamoto.85 The four main characteristics of blockchain networks are as follows. First of all 

it’s a decentralized network (1), where each participating computer - called a node - has the 

exact same copy of all the transactions that have been approved in the past. These 

transactions are gathered and stored in subsequent blocks. Everyone has a copy of all these 

blocks with transactions. This copy of a chain of blocks is called the blockchain.86 Secondly, 

the network is neutral (2), meaning no one is in control. The technology enables an open 

environment, accessible for everyone who wants to access it, participate and innovate on 

                                                
83 For more information about bitcoin, reading the first chapter of the following book is recommended: 
Antonopoulos 2014. In short Antonopoulos states that: “Bitcoin is a collection of concepts and 
technologies that form the basis of a digital money ecosystem. Units of currency called bitcoins are 
used to store and transmit value among participants in the bitcoin network. Bitcoin users 
communicate with each other using the bitcoin protocol primarily via the Internet, although other 
transport networks can also be used. The Bitcoin protocol stack, available as open source software, 
can be run on a wide range of computing devices, including laptops and smartphones, making the 
technology easily accessible. Users can transfer bitcoin over the network to do just about anything 
that can be done with conventional currencies, such as buy and sell goods, send money to people or 
organizations, or extend credit.” 
84 Warburg, ‘Bettina Warburg: How the blockchain will radically transform the economy’ (video), 
TedTalk 2016. 
85 Satoshi Nakamoto, 2009. 
86 Tapscott D. & Tapscott A. 2016, p. 6-7. 
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the system without needing to ask for permission.87 Thirdly, the record of transactions is 

immutable (3): once something is stored on the blockchain it will remain there permanently. 

Each new block of transactions is timestamped and cryptographically linked to the previous 

block. If someone attempts to change some past transaction in the middle of the chain, all 

the subsequent blocks (with a later timestamp) would need to be changed as well, which is 

practically impossible.88 Otherwise, the chain would break, which is visible to everyone in the 

network.89 Fourthly, each transaction is verified before being added to a new block in the 

blockchain, which ensures integrity (4).90 These four characteristics make the distributed 

ledger, the blockchain, the single source of truth for everyone in the network. It is a shared 

truth across entities that not need to trust each other: the nodes. Blockchain technology 

enables people who do not trust each other, to make transactions without a trusted third 

party. The protocol itself establishes trust. This is the result of “collaboration, by 

cryptography and by a clever code” 91, which will be explained in the next paragraphs.  

2.9 How does blockchain technology work? 

In this paragraph, the technologic mechanism behind the blockchain is described. The 

mechanism is best explained on the basis of a bitcoin transaction. The Bitcoin network 

consists of users with digital wallets, who can make transactions. These transactions are 

digitally signed using public key cryptography and are gathered in blocks by miners who 

(through competitive computation) add new blocks to the chain.92  

2.9.1 Digital keys and ownership 

One way to see bitcoin is as an expression of value of any kind and a platform that enables 

users to exchange that value. Ownership of an amount of bitcoins is established through 

digital keys, bitcoin addresses (collected in a bitcoin wallet) and digital signatures which 

validate every transaction and thus the current and past ownership of each bitcoin. The 

bitcoin address to which a bitcoin transaction is sent, is derived from the public key of the 

recipient. Public key cryptography is used to control access to bitcoins and send an amount 

of bitcoin from one bitcoin address to another.93 Only the one with access to the 

corresponding private key has control of the bitcoins in that account.  

                                                
87 Tapscott D. & Tapscott A. 2016, p. 6-7. 
88 Tapscott D. & Tapscott A. 2016, p. 41. 
89 Tapscott D. & Tapscott A. 2016, p. 5 
90 Tapscott D. & Tapscott A. 2016, p. 31 
91 Tapscott D., ‘Don Tapscott: How the blockchain is changing money and business (video), TedTalk 
2016. 
92 Antonopoulos 2014, p. 16 
93 Antonopoulos 2014, p. 16 
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2.9.2 Bitcoin transaction and the possibility of inclusion of non-payment data 

Every bitcoin transaction requires a valid digital signature. As was shown in paragraph 2.2 

and 2.3, a digital signature can only be generated with (valid) digital keys, a digital key pair. 

A transaction informs the network that the owner of some bitcoins has authorized, by digitally 

signing with his private key, the transfer of some of these to a new owner (or rather a new 

address, which might also be owned by the same owner). Because the address belongs to 

the same private key that generated the signature, the network can verify that the spending 

party owns the private key and is thus allowed to spend the bitcoin.    

 A bitcoin transaction has one or more “inputs” and one or more “outputs”. The inputs 

and outputs can be seen as amounts of bitcoin, locked in such a way that only the legitimate 

owner can unlock them with the private key. Output addresses can later be used as inputs in 

a new transaction. The transactions of bitcoin can be seen as a chain of ownership of 

value.94 A transaction moves value from one or more bitcoin addresses to other bitcoin 

addresses. The outputs create spendable new inputs.95 As a general rule, all bitcoins are 

completely interchangeable with any others. There is an exception to this rule, through the 

use of a special bitcoin output called ‘OP_RETURN’. In short, this feature creates an option 

to add some extra information, a small amount of data, namely 40 bytes of non-payment 

data (such as the hash value of a larger piece of data), into a bitcoin transaction. The output 

is provably un-spendable and is recorded on the blockchain.96 This function creates the 

possibility to embed the hash value of data, such as an agreement, on the blockchain.97   

2.9.3  Mining 

In the previous paragraphs it was explained how bitcoin is controlled through digital keys and 

transactions. In this paragraph it will be explained how these transactions are gathered in 

blocks and how each block is added to the chain of blocks.    

 To achieve decentralized consensus on the blockchain, the network uses a ‘Proof-of-

Work’ mechanism. Mining – done by so-called “miners” - is the process of “bundling of 

transactions into blocks, which requires an enormous amount of computation to prove, but 

only a small amount of computation to verify as proven”98. It secures the entire network and 

protects it from fraudulent transactions. This takes the form of solving a cryptographic puzzle 

based on the transactions sent through the network.99 Miners gather all the pending bitcoin 

transactions that they find on the network into a block and try to find, through hashing, a new 
                                                
94 Antonopoulos, December 2014, p. 18-19 
95 Antonopoulos, December 2014, p. 112-114 
96 For more information about data output and OP_RETURN reading Antonopoulos December 2014, 
p. 133-134 is recommended.  
97 ‘ep. 14: OP_RETURN, proof of existence explained with demo’, Matt Thomas YouTube 22 
November 2016  
98 Antonopoulos, December 2014, p. 26 
99 Tapscott D. & Tapscott A. 2016, p. 31 
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block that satisfies the right target criteria. According to Dino Mark Angaritis, finding the 

solution means retrying over and over again until “one hash meets the target.”100 Each time 

the outcome is wrong, the miner adjusts the input data slightly and tries again. The 

verification by the network on the other hand is quite easy. A simplified way to look at this is 

as a Sudoku puzzle: filling out all the empty squares takes a lot of work but a completed 

puzzle is easy to verify by anyone.101 Regarding the blockchain, in this analogy two of the 

pre-filled out squares would be, among other data, a reference to the previous block and a 

timestamp. The first miner to find a solution (a block that satisfies the criteria) wins and gets 

to add the new block to the blockchain, for which the miner receives bitcoins as an 

incentive.102            

 The transactions can only be included in the chain after they are validated, meaning 

(1) the creator of the transaction is authorized to spend from the address (owns the address) 

and (2) the created digital signature correctly signed the input data. With this verification, the 

Bitcoin network ensures that a transaction included in a block serves as proof of ownership 

of a private key and of a valid signature. A public key that has been used in the blockchain, 

can be used to prove ownership of a bitcoin address, the same way a public key can be 

used to verify the identity contained in a digital certificate. In this way blockchain can be 

considered as a substitute for digital certificates as it regards the distribution of public keys.

 Because every single block is timestamped and must refer to the preceding block to 

be valid, this creates an immutable, unforgeable chain of blocks containing all of the 

transactions across the network.103 Once the block is added to the distributed ledger, a new 

round of competition begins and each miner starts the process of mining a new block 

containing the latest transactions.   

2.10 Concluding remarks on Chapter 2 

In blockchain technology digital signatures on each transaction are used to securely transfer 

bitcoins from one bitcoin address to another. Blockchain technology makes it possible to 

embed a hash value of data, such as an agreement, as non-payment data in a blockchain 

transaction. A valid digital signature is required to include a bitcoin transaction with non-

payment data on the blockchain in the same way as all other bitcoin transactions. 

 In Chapter 1 the requirements for an electronic signature to have the same legal 

effect as a handwritten signature were discussed. The discussed technical features can be 

utilized to fulfill part of those requirements. Below it will be summarized which technical 

features are relevant to consider the signing method in Deloitte’s blockchain application 

                                                
100 Tapscott D. & Tapscott A. 2016, p. 31-32  
101 Antonopoulos, December 2014, p. 27 
102 Tapscott D. & Tapscott A. 2016, p. 31, 36-37. 
103 Tapscott D. & Tapscott A. 2016, p. 29-30 
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sufficiently reliable.         

 Firstly, the method used for signing needs to fall under the definition of a type of 

electronic signature as defined in section 3 of the eIDAS Regulation. As concluded in 

Chapter 1, it is relevant to consider the requirements for an advanced electronic signature. 

The first two legal requirements for an advanced electronic signature regard the unique link 

between the electronic signature and the signatory and its identifying character. Usually, 

digital certificates can be used to contribute to these two requirements. However, a 

characteristic to the blockchain is that, because a key pair is used to sign and verify a 

transaction, the blockchain itself (as a record of transaction) can substitute for a digital 

certificate for the function of providing a register of public keys. A user can cryptographically 

prove that he is the owner of a certain bitcoin address and hence the owner of the public key 

associated with that address. Because this distribution of public keys on the blockchain does 

not give any guarantee as to the actual identity of the user, specific procedural measures will 

need to be taken to meet with these first two requirements. These procedural measures will 

be discussed and assessed in Chapter 3 and Chapter 4. Whether an electronic signature in a 

blockchain application can meet the third legal requirement partly depends on the way the 

key pair is generated, stored and can be used in such a way the signatory has sole control. 

The fourth legal requirement is achieved by the characteristic technology of digital 

signatures.            

 Secondly, the method used for signing needs to be sufficiently reliable given the 

‘purpose for which the electronic signature was used’. In Chapter 1 it was discussed that an 

electronic signature needs to fulfill several functions in order to obtain the same legal effect 

as a handwritten signature. A characteristic to the digital signatures in the blockchain is that it 

secures the authenticity of the signed data (function of authenticating) and to the proof of 

existence at a certain time (evidentiary function). The remaining functions, which are the 

function of identification and authentication; the function of non-repudiation of the origin and 

the function of expression of intention, require additional procedural measures and can only 

be assessed discussing a concrete example. In the following chapters, this assessment will 

be based on the electronic signature in Deloitte’s blockchain application.   

 Thirdly, other circumstances of the situation in relation to the reliability of a signature 

need to be taken into consideration. The type of agreements being signed is one of those 

circumstances. In the next chapter the type of agreements that are signed in Deloitte’s 

blockchain application will be considered.  
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CHAPTER 3: Real estate agreements on the blockchain 

3.1 Introduction to blockchain in real estate 

As set out in the introduction, Deloitte, together with the municipality of Rotterdam and the 

Cambridge Innovation Center (CIC), developed a blockchain-based system that can process 

rental and other real estate agreements safely and quickly.104 This chapter builds on the 

above analyses on the legal framework of electronic signatures and blockchain technology. 

Whereas these analyses were still of a general nature, Deloitte’s blockchain application will 

be the specific object of this study from this chapter on. Below certain aspects that are 

specific for Deloitte’s blockchain application will be evaluated. 

3.2 Purpose of the use of blockchain in commercial real estate 

The drafting, registering and managing of commercial real estate agreements has been a 

labor-intensive, costly job with lots of paper work and the need for a paper trail record.105 

Three disadvantages of the current system are as follows. Firstly, parties involved in 

commercial real estate transactions do not share their information with each other. Secondly, 

the system is not transparent. Thirdly, the system is not efficient because standards for the 

exchange of documents do not exist and a traditional handwritten signature is still the 

norm.106 As a consequence of these disadvantages, the current system has been shown to 

be susceptible to fraud. Deloitte has developed its blockchain application in an attempt to 

address these disadvantages.        

 The technology enables a distributed ledger that ensures consensus, immutability 

and transparency, reducing risks for fraud, abuse and manipulation. It can be used to have 

one single truth regarding the characteristics of a building; its ownership; rental status and 

other relevant information. Blockchain technology offers a solution to reduce the lack of 

transparency and inefficiency in real estate transactions. This is because the blockchain is 

always available and it retains a secure source of proof that the transaction occurred.107 

3.3 Specification of the agreement  

Whether an electronic signature has the same legal effect as a handwritten signature, 

depends on the reliability of the method used for signing, considering the purpose and other 

circumstances of the case. For this purpose, it is relevant to consider the type of agreement 

that needs to be signed.          

 As regards lease agreements, in Dutch legislation three types of lease regime can 

                                                
104 Basis for blockchain in real estate established [press release], 2017 
105 Blockchain in commercial real estate. The future is here. [Website publication], 2017, p. 1 
106 Malviya, SSRN 2017, p. 5-7 
107 Blockchain in commercial real estate. The future is here. [Website publication], 2017, p. 2 
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apply to a lease agreement. This study focusses on the category of ‘other commercial lease 

agreements’, the so-called section 230a DCC agreements, between professional parties. 

This category is not specifically regulated and parties are relatively free to agree on terms 

and conditions. Commonly, general provisions apply to these agreements but not 

necessarily. The other two category lease regimes are ‘residential real estate’ and 

‘commercial real estate’ agreements. These categories differ from the first category mainly 

because several mandatory rules of law apply. It is not possible to deviate from these rules 

in the tenant’s disadvantage.  

3.3.1 Entering into a section 230a DCC agreement 

In the context of assessing the type of agreement that is signed, it is also relevant to 

consider the conventional way these types of lease agreements are signed.   

 Section 7:230a DCC does not require these agreements to be signed at all in order to 

be legally binding or valid. However, since oral agreements are difficult to prove, commonly 

these agreements are put in writing and signed by both parties. In commercial real estate 

transactions, traditional handwritten signatures are still the norm. Society seems to not yet 

have the required trust in the digital environment. When further research has explored the 

possibilities and dangers attached to digitalization but also more legal assurance is provided 

by judgements, more trust can be established.108       

 In the Netherlands, Models for Legal Practice exist in order to contribute to the need 

for standardization of legal documents. In the Model for Legal Practice on lease agreements 

it is described that in case a lease agreement is traditionally signed by a representative, it is 

common that the Chamber of Commerce is consulted to verify the authorization for that 

representative to represent the party signing the agreement. In addition, the identity of the 

signatory is usually verified by way of a copy of the signatory’s passport.109  

 From the above it can be concluded the identity and authority of a representative are 

verified with a great amount of certainty.  

3.3.2  Type of digital signature to be used 

From legislative history and jurisprudence it remains unclear what types of agreements 

require what type of electronic signature, for a signing method to be considered sufficiently 

reliable. The formal legislator stated that the economic value of a juridical act and the direct 

judicial effect or the desired evidentiary value on the long term are important. Also the nature 

of a transaction can be relevant: a transaction containing medical information, requires a 

                                                
108 Information retrieved from an interview with Prologis, a major provider of industrial real estate in 
the Netherlands.  
109 Modellen voor de Rechtspraktijk, I.7.4.17 Huurovereenkomst betreffende 230a-bedrijfsruimte, 
aantekeningen onder 3. This is also confirmed within the interview with Prologis.  
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high level of security to guarantee the integrity of the message.110 Below follows an 

evaluation of the required level of reliability of the type of electronic signature to be used in 

Deloitte’s blockchain application.        

 Only few agreements exist that require a qualified electronic signature. It follows from 

Chapter 2 that an electronic signature used to sign a lease agreement on the blockchain 

does not meet the requirements for a qualified electronic signature. Generally speaking, the 

signing mechanism in a blockchain does not pose the requirement of a qualified digital 

certificate. It is expected that for section 230a DCC lease agreements in Deloitte’s 

blockchain application, an advanced electronic signature is required in order to provide the 

required level of reliability. This assumption is derived from three relevant factors. Firstly, the 

authenticity of the signatory’s identity currently follows from the circumstance that the 

signatory signs in person and that the signatory’s identity is verified based on a passport. 

Moreover, the authority of this person is verified based on the records of the Chamber of 

Commerce. Secondly, given the purpose of Deloitte’s blockchain application, the sole control 

under which the signatory can use the private key is of high importance. Thirdly, any 

subsequent changes to the signed data need to be detectable. With regard to the four 

requirements of an advanced electronic signature, it can be concluded this type of electronic 

signature seems to provide the required level of reliability as a method used for signing, 

given the purpose for which the electronic signature is used.    

 The last chapter discusses whether in Deloitte’s blockchain application these 

requirements for an advanced electronic signature and the functions of an electronic 

signature can be fulfilled. 

3.4 Blockchain-based commercial real estate application 

Another relevant circumstance to consider, is the protocol for signing that is used in 

Deloitte’s blockchain application. The protocol of Deloitte’s blockchain application is 

implemented as a layer on top of the Bitcoin protocol blockchain.111 All the relevant 

information of the property is readable on a website in a template. The digital signature that 

is used to enter into the lease agreement is created in an App and offered as a transaction to 

the blockchain network. After the transaction is accepted in the blockchain, the blockchain 

holds the information regarding the property and the lease agreement signed by both 

parties. The process is described as follows.   

1. In order to create lease agreements that are linked to properties, a unique identifier 

for a property (its fingerprint) is created. This action needs to be done with help of the 

Land Registry Office. To create a unique identifier for a property, a combination of 
                                                
110 Kamerstukken II 2001/02, 27743, 6, p. 2. 
111 Antonopoulos A.M., December 2014, p. 16 
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various unique data linked to the building are hashed. The hash of these data is the 

unique fingerprint, which is through a bitcoin transaction addressed to the owner of 

the property (the landlord) stored on the blockchain.112  

2. Before the lease agreement can be signed in the blockchain application, parties need 

to come to an agreement off-chain. In general, this means parties have seen each 

other several times before they come to the closing of the lease agreement. For the 

purpose of this study it is relevant to take a closer look at how the lease agreement is 

effected through a bitcoin transaction. 

i. To start with, parties need to follow a procedure to create an account on the 

website application. A difference must be made between the App on one’s 

mobile phone and the website on the server. Through the App it is possible to 

generate a digital key pair offline. A signatory’s key pair is generated and 

stored on his personal device within a Secure Element (SE)113 that is, when 

not used to create a digital signature, comparable to an offline storage.114 This 

storage is secured with an additional ‘security code’115 on the signatory’s 

phone. 

ii. As the user wants to log in to the App, a QR code is shown on the website. 

This QR code – containing random data – is scanned with one’s phone. 

Scanning a QR code in the App means signing that random data with your 

private key. This digital signature is sent, along with an email address, to the 

server. Given the fact a new email address is presented, for verification an 

                                                
112 In principle this bitcoin transaction can be considered as a transfer of ownership. However, a 
transfer of ownership of immovable property cannot be affected without a notary. At the time of 
writing, there is no possibility to legally transfer ownership of immovable property in digital form. This 
aspect is left out of the scope. It is assumed that the transfer of ownership of a property recorded on 
the blockchain happens from the bitcoin address (which is trusted to be authentic) of the Land 
Registry Office to the bitcoin address of the legitimate owner of the property. As a consequence, a 
specific bitcoin can be labeled as the ownership of that property, which is linked to the bitcoin address 
of the owner of the property. As was explained in previous paragraphs: the holder of the digital keys 
of a bitcoin address is the owner of the containing bitcoins.  
113 An SE is a tamper resistant hardware platform, capable of securely hosting applications and 
storing confidential and cryptographic data. It cannot be directly controlled by the host device.  
114 It is worth noting that there is also a risk in having a key pair stored in one place (offline within a SE 
on one’s phone). Imagining one party of the signed agreement loses his phone, it is impossible to 
verify the signed agreement on the blockchain since his private key is required. However, in this 
blockchain application, a certain mechanism makes it possible to retrieve one’s key pair in case of 
losing it. Explaining this mechanism is not relevant for the purpose of this study. As mentioned in 
Chapter 1, according to the discussed Recital (52) of the eIDAS Regulation, there seems to be 
discretion to interpret ‘sole control’. This leads to the conclusion that this mechanism for retrieving a 
lost private key, would not jeopardize accordance with the requirement ‘sole control’. 
115 This ‘security code’ is called a mnemonic code, which is an English word sequences that 
represents information needed to back up and store a series of private keys using an algorithm. For 
more information about mnemonic codes a reference is made to Antonopoulos (2010), p. 86. This 
method is considered to be a superior way of backing up and storing a bitcoin wallet and all the 
derived keys. 
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email is sent to the given email address.116 The email address is verified again 

by digitally signing random data, which is similar to verification with the App. 

As a result, the public key is linked to the signatory’s account.  

iii. Parties involved need to exchange their bitcoin addresses. User’s bitcoin 

addresses can be seen in an address book, in which also the user’s email 

address is attached. This address book is managed by Deloitte. However, 

given the fact parties in general have physically met, it can be convenient and 

most secure if they exchange their bitcoin addresses in person. 

iv. The landlord drafts the lease agreement. The text of this lease agreement is 

hashed on the server. As was explained in paragraph 2.9.2 this hash value 

can be embedded on the blockchain through a bitcoin transaction within the 

OP_RETURN output. It is worth noting that only the hash value of the file is 

what is stored on the blockchain, and not the actual document. In this way, no 

personal information is shared publicly. The landlord digitally signs the 

transaction data with his private key on his phone. The transaction data 

consists (among other necessary data) of a specific coin (an insignificant 

amount of bitcoin) and the OP_RETURN output containing the hash value of 

the property and the hash value of the lease agreement. This bitcoin 

transaction informs the network that the possessor of a private key has now 

authorized the transfer of that specific coin to a new bitcoin address. The 

owner of this bitcoin address, the tenant, is the recipient of that specific coin. 

After this transaction is included in an accepted block, a valid digital signature 

is stored on the blockchain. As was explained in paragraph 2.9.3, due to the 

technology, parties do not require each other’s public keys for verification.  

v. This transaction can be considered as the first of two parties signing the lease 

agreement. After this transaction is included in an accepted block, the owner 

of the recipient end of the bitcoin transaction (in this case, the tenant) receives 

an email notification for a lease agreement proposal. After authentication via 

the web application, the tenant gains access to the content of the proposed 

lease agreement. 

vi. The tenant engages in the same activity as the landlord: he uses the App on 

his phone and digitally signs the transaction data. This second transaction can 

be considered as the second of two professional parties signing the lease 

agreement, after which the lease agreement is effected. In this second 

transaction, the transaction data consists (among other necessary data) of the 

                                                
116 After the first time, the user can log in to the system, following these same authentication steps.  
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same specific coin (an insignificant amount of bitcoin) and the OP_RETURN 

output again containing the hash value of the property and the hash value of 

the lease agreement.  

vii. Because these two digital signatures in two transactions can be found on the 

blockchain, this proves the input data of the transactions were validly signed 

with the private keys that are linked to specific bitcoin addresses.  

3.4 Concluding remarks with regard to Deloitte’s blockchain application 

The purpose of Deloitte’s blockchain application is to reduce the need for paper work and 

traditional paper records. The transparency on the blockchain does not mean everyone can 

actually see the content of the lease agreements embedded in a bitcoin transaction. The 

parties involved would still all have their own record of the contract. It does not matter in what 

way a copy of the contract is provided and stored off-chain. One can only verify the content 

of the document, if one has a copy of that content. The validity of the digital signature implies 

validity of the document.          

 The focus in this study lies on how the electronic signature in the blockchain 

application fits within the legal framework on electronic signatures. The above discussed 

elements that are specific to Deloitte’s blockchain application are relevant factors in relation 

to the question whether the process can be designed in such a way that the electronic 

signature can have the same legal effect as a handwritten signature.    

 The final assessment on the legal effect of the electronic signature in Deloitte’s 

blockchain application is given in the next chapter.  
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CHAPTER 4: Legal status of electronic signatures in Deloitte’s 

blockchain application  

4.1 Introduction 

Below it will be assessed whether the electronic signature used in Deloitte’s blockchain 

application has the same legal effect as a handwritten signature. This chapter builds on the 

above analyses on the legal framework of electronic signatures (Chapter 1), the technology 

of digital signatures on the blockchain (Chapter 2) and specific circumstances relating to 

Deloitte’s blockchain application (Chapter 3). 

4.2 Assessment of the legal requirements  

It follows from Chapter 1 that three requirements need to be fulfilled in order for an electronic 

signature to obtain the same legal effect as a handwritten signature. Firstly, the method used 

for signing must fall under the definitions of a type of electronic signature as defined in 

section 3 of the eIDAS Regulation. Secondly, it needs to be established that the method 

used for signing was sufficiently reliable given the “purpose for which the electronic signature 

was used”. Thirdly, it needs to be established that the method used for signing was 

sufficiently reliable, considering the other circumstances of the case.    

 As explained previously, the electronic signature used in Deloitte’s blockchain 

application meets (at least) several requirements of an advanced electronic signature. This 

is not only relevant in relation to the first requirement referred to above, but also for the 

second and third. It follows from the previous analyses that compliance with (few of) the 

requirements for an advanced electronic signature are relevant circumstances to consider 

when evaluating the second and third above requirements in relation to the reliability of the 

method used for signing.         

 In this paragraph it will be discussed whether the electronic signature used in 

Deloitte’s blockchain application meets the legal requirements of an electronic signature in 

general and of an advanced electronic signature. In the course of this discussion also the 

functions achieved by those legal requirements are emphasized.  

I  Electronic signature  

As described in Chapter 1, an electronic signature is any method in which electronic data are 

used by a natural person to sign (section 3 (10) of the eIDAS Regulation). In Deloitte’s 

blockchain application, the electronic signature is used by a natural person representing a 

professional party. In addition, the definition of an electronic signature requires that the 

signature is attached to or logically associated with other data in electronic form. In Deloitte’s 

blockchain application the electronic signature, as a type of digital signature, is logically 
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associated with the input data, including the hash of the text of the lease agreement (not a 

specific file format). Thus, it can be concluded the electronic signature in Deloitte’s 

blockchain application meets the definition of an electronic signature.  

II  Advanced electronic signature 

Below follows an analysis on the legal requirements for the electronic signature in Deloitte’s 

blockchain application to be qualified as an advanced electronic signature.  

(a) It is uniquely linked to the signatory. 

As mentioned in paragraph 1.4.3, it seems impossible to uniquely link an electronic signature 

to the signatory. An electronic signature is always uniquely linked to a key pair, not to its 

user. This unique link can approximately be established through various subsequent 

authentication steps. In order to have access to the proposed lease agreement in Deloitte’s 

blockchain application, one needs to physically have the user’s phone (1) that is locked with 

a PIN (2). Subsequently, in order to enter the app, verification of his phone with a QR code is 

required (3). After verification, the user will automatically be logged in. In addition, when the 

signatory wants to sign the transaction in which the lease agreement is embedded, his 

fingerprint (4) is required (as registered in the operating system of the user’s phone).  

 It can be concluded in Deloitte’s blockchain application the electronic signature is, 

approximately, uniquely linked to the signatory as a result of a series of subsequent 

authentication actions. 

(b) It is capable of identifying the signatory. 

It is often said that the Bitcoin blockchain is used for illegal activity because it provides 

anonymity. However, what the Bitcoin blockchain actually provides is ‘pseudonymity’: 

anyone can create a bitcoin address, and without information from another source no 

possibility exists to use that address to identify a person. However, with additional 

information an electronic signature can be capable of identifying the signatory.  

 In Deloitte’s blockchain application this requirement is complied with as follows. The 

digital signature, visible in the blockchain, shows the bitcoin address that signed the bitcoin 

transaction. The signatory’s bitcoin address is included in an address book in which it is 

linked to the signatory’s email address. Although the electronic signature itself may not 

identify the signatory, it is always linked to its corresponding bitcoin address and is therefore 

capable of identifying the signatory.        

 It should be noted this does not provide certainty whether the signatory was legally 

authorized to represent a professional party to sign that agreement. An important step that 

could prevent an unauthorized person from signing a lease agreement, is to check an extract 
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from the Chamber of Commerce. An extract defines who is/are authorized to represent a 

professional party. As an additional identifying and authenticating aspect, the Chamber of 

Commerce could include the representative’s bitcoin address to its records.117 Questions 

and consequences pertaining to unauthorized representation, do not fall within the scope of 

this study.     

(c) It is created using electronic signature creation data that the signatory can, with a 

high level of confidence, use under his sole control. 

As explained in Chapter 1, the requirement of ‘sole control’ does not require the signatory to 

have the electronic signature creation data under his sole control. As explained in Chapter 3, 

in Deloitte’s blockchain application, the signatory’s signature creation data (digital key pair) is 

generated and stored on the signatory’s personal device within an SE. An SE is comparable 

to an offline storage, when not used to create a digital signature.     

 This third requirement (c) is related to the first requirement (a). In Deloitte’s 

blockchain application the authentication steps (1), (2), (3) and (4) contribute to the 

confidentiality of the ‘use under his sole control’.      

 It can be concluded in Deloitte’s blockchain application, it is possible that the 

electronic signature is created, using electronic signature creation data that the signatory 

can, with a high level of confidence, under his sole control. Whether this high level of 

confidence is achieved also depends on whether the signatory keeps his private key 

absolutely private and uses it with attention.118 

(d) It is linked to the data signed therewith in such a way that any subsequent change in 

the data is detectable. 

Generally speaking, subsequent changes cause expiration of digital signatures because the 

hashes do not match. In blockchain technology digital signatures are used to securely 

transfer bitcoins from one bitcoin address to another. Blockchain technology adds even more 

security to the integrity and authenticity of the signed data. As explained in paragraphs 3.2 

and 3.3, the subsequent blocks in the chain are cryptographically linked to previous blocks. 

Once a block is verified and added to the chain, the blocks become practically unalterable. 

 This leads to the conclusion that blockchain technology makes it possible to not only 

detect subsequent changes in the data, but also to make the signed data practically 

unchangeable. This creates a robust security for record keeping.  

                                                
117 According to Dutch law it is the responsibility of a registered company to keep the information 
available at the Chamber of Commerce accurate. In general parties may rely on that information.  
118 For example, users must be aware of the possibility that a private key can be copied by a capture 
virus as soon as it is shown on screen in the application. 
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4.3 Assessment of the functions  

In Chapter 1 it was discussed that an electronic signature, as a second requirement, needs 

to fulfill several functions in order to obtain the same legal effect as a handwritten signature. 

It was concluded few of these functions are complied with as a consequence of compliance 

with some of the legal requirements of an advanced electronic signature. These functions 

regard the function of identification and of authentication of both the signatory and the 

signed data, for the purpose of signing a lease agreement.     

 In this paragraph, it will be evaluated whether the discussed electronic signature can 

also provide the remaining functions, which are the function of non-repudiation of the origin, 

expression of intention and an evidentiary function.  

Non-repudiation of the origin 

As explained in Chapter 2, usually a key pair is linked to a person through a digital 

certificate which is verified by a (qualified) TSP or within a web of trust. In Deloitte’s 

blockchain application, parties can prove the origin of a bitcoin transaction, or authenticity of 

the identity behind that transaction, with their private keys. However, prior to using the 

private key, the authenticity of the identity behind an email address and bitcoin address is 

not verified. Thus, this does not prevent someone who has access to a (fake) email address, 

to represent oneself as another person. In the context of Deloitte’s blockchain application, 

this is only very unlikely to happen in practice, because parties will have met in person 

before closing the lease agreement. The electronic signature in Deloitte’s blockchain 

application does not provide non-repudiation on the highest level of assurance. As 

discussed in Chapter 1, also with a lower level of assurance, non-repudiation of the origin 

can be provided by a non-qualified, but independent third party.    

 Although the absence of verification does not need to be a problem, in the future it 

might be desirable that non-repudiation of the origin is provided on a higher level of 

assurance. Considering Deloitte’s purpose to completely manage various real estate 

agreements on the blockchain, there are three possibilities to establish more secure proof of 

the authenticity of the signatory’s identity.        

 One way could be to make use of other verified digital identities stored on the 

blockchain.119 For example, a bank could act as an identity source that has acquired several 

factors for authentication of the signatory. The signatory would only reveal what he needed 

to.120 If such a system is linked to a blockchain application, this would contribute to remote 

proof of identity that cannot be repudiated. Pioneers in building blockchain-based identities 

such as Civic, ExistenceID and 2WAY.IO are exploring ways to create an identity on 
                                                
119 Tapscott D. & Tapscott A. 2016, p. 15-16. 
120 Tapscott D. & Tapscott A. 2016, p. 15-16. 
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blockchain and give individuals greater control over their personal information.121 

Additionally, it would be convenient if various trustworthy data services could leverage 

identifiable information to such an identity ‘database’ on a blockchain.122 As explained in the 

previous paragraph, this could for example be the information as recorded in the Chamber of 

Commerce so one can proof he is authorized to represent.     

 A second solution could be that Deloitte verified a user’s identity before including his 

bitcoin address in the address book. A third option is that Deloitte verifies a signatory’s 

identity before signing, after which Deloitte co-signs the bitcoin transaction with its own 

electronic signature. More secure proof of the authenticity of the signatory’s identity could be 

established if Deloitte’s digital certificate is issued by a TSP of a higher level (eventually 

culminating in a root certificate of a qualified TSP).      

 An advantage of above options is that not every user requires a qualified digital 

certificate in order to provide more certainty as to the origin of the electronic signature. In 

any event, however, the identity of every single user needs to be verified in a trustworthy 

manner. It can be concluded the problem of remote proof of the authenticity of the 

signatory’s identity is not easily solved. The proposed solutions cannot be implemented 

without a prior physical verification. 

Expression of intention  

As follows from Chapter 1, a signature should also achieve the function of expression of 

intention. Section 3:33 DCC states that “a juridical act requires the will (intention) of the 

acting person to establish a specific legal effect, which will (intention) has to be expressed 

through a statement of the acting person”. An agreement comes to existence by an offer and 

its acceptance (section 6:217 DCC). A signature can be the expression of the intention to 

accept. For this purpose, both parties must understand what their signature implies. In a 

digital environment it is equally important that the signatory understands what his 

acceptance implies.          

 This becomes even more important in the blockchain application because the digital 

signature is primarily used to sign a bitcoin transaction. It should explicitly be understood by 

the signatory that their signing also indicates a binding expression of intention to accept an 

agreement offer. This form of understanding can be established by including a step in the 

digitally signing process where the signatory expresses his intention to accept the offer. It is 

advised to implement this step by using a mouse to draw his signature and the requirement 

                                                
121 Mesropyan, 2017.  
122 K. Lewinson and F. Corella, “Backing Rich Credentials with a Blockchain PKI”, 24 October 2016. 
Available at https://pomcor.com/techreports/BlockchainPKI.pdf  
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to click a button labeled “I accept to enter into this agreement by way of clicking on Accept”. 

This extra step prevents the signatory from denying the intention of his electronic signature.  

Evidentiary function  

As follows from Chapter 1, a signature provides an evidentiary function. The evidence a 

signature provides relates to several of the above discussed elements.123  

 Chapter 2 discussed the importance of the long term preservation of digital 

signatures. Long term preservation of digital signatures is of importance for its evidentiary 

value. If a digital signature cannot be verified after several years of storage, the evidentiary 

function of the digital signature decreases.124 In this paragraph three advantages of a 

blockchain application regarding the evidentiary value of a digital signature in the long term 

are discussed, in terms of possibilities and difficulties.125  

1. The first advantage of a blockchain application is that as a result of the validation that 

took place in the blockchain, solid proof exists that the signature was valid and 

remains valid. Due to the immutability, a digital signature in the blockchain has the 

convenience of not needing to be safeguarded somewhere else.126   

 However, for the signatory to prove the authenticity of his own signature, one 

of the challenges is that securely storing of the used private key for a long period is 

required. In Deloitte’s blockchain application, this is the responsibility of the signatory. 

The private key is stored offline with an additional ‘security code’ on the user’s 

phone. Nonetheless offline storage benefits from theft-protection, the signatory 

should be aware of the fact that private keys are vulnerable to attack or loss and 

open to theft.  

2. The second advantage is that the timestamp given to a transaction in the blockchain 

will remain accessible as long as the internet exists. Such a reliable timestamp 

contributes to the evidentiary function regarding the existence of a valid digital 

signature at a specific time. It is not said these timestamps are immune of errors: 

even in a blockchain there might be possibilities for an attacker to forge the 

timestamp.127 However, this timestamp is more reliable than other timestamps 

affected by a TSP. This is because an entire network of nodes, instead of 

                                                
123 Mason 2012, p. 9.  
124 Dondorp 2011, p. 163 
125 For further preservation standards regarding blockchain technology for recordkeeping a reference 
is made to Lemieux, Records Management Journal 2016 2016 Vol. 26 Issue 2. Besides discussing 
few of the possibilities and difficulties of long time preservation of digital signatures, it does not fall 
within the scope of this study to extensively examine the compliance of blockchain technology with 
international standards for recordkeeping in general. 
126 Crosby e.a., AIR 2016, Issue 2, p. 15 
127 Lemieux, Records Management Journal 2016 Vol. 26 Issue 2, p. 129. 
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timestamping services that runs on a single computer, has achieved consensus on 

that time. 

3. The third advantage does not pertain to the electronic signature itself, but the way the 

hash value is securely stored on the blockchain by means of the digital signature. 

Due to this, it is possible to verify in the long term the originality of the content of the 

agreement. Compared to other electronic settings, in the blockchain it is easier to 

prove the originality of the content. Instead of the need to safeguard the public key 

and digital signature to make a comparison between the hash values, only the text 

and the applied hash function is required to verify the authenticity of the document.128 

Even in the case that the application of Deloitte is discontinued, the content can be 

verified as long as parties keep a copy of it and have access to the blockchain. The 

hash value would not require particular software for its future verification.  

 However, the verification of authenticity of a document that has been included 

on the blockchain may still be difficult to realize in practice. In literature various 

difficulties are brought forward.129 One such difficulty is that one small change in the 

original will make verification of the hash value impossible. Another difficulty is that 

the security of a hash function could be time bounded. Technical development may 

cause new weak spots in a hash function that previous was considered the most 

secure. Due to technological development a hash function may become easily to 

invert. This interferes with the concept of its one-way function.   

4.5 Concluding remarks on Chapter 4 

In this last chapter the previous analyses on the legal framework of electronic signatures, the 

technology of digital signatures and blockchain and relevant circumstances relating to 

Deloitte’s blockchain application, were discussed. In the Conclusion of this study a final 

judgement on the legal effect of electronic signatures used in Deloitte’s blockchain 

application will be given. 

 

 

 

 

 

                                                
128 Amati, Using the blockchain as a digital signature schema [blog], 2015, para. 25 
129 Lemieux, Records Management Journal 2016 2016 Vol. 26 Issue 2, p. 130-131.  
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Conclusion 

Blockchain technology was introduced in 2008 in a paper published under the pseudonym 

Satoshi Nakamoto. Since 2008, several blockchain applications have been developed. One 

example is Deloitte’s blockchain application that processes lease and other commercial real 

estate agreements in a safe and quick manner. Given that there have not been any 

regulatory responses regarding blockchain applications in the Netherlands or European 

Union, crucial legal aspects of this application need to be assessed based on current 

legislation. One of these aspects is the use of electronic signatures to digitally sign a bitcoin 

transaction in a blockchain application, for the purpose of signing an agreement embedded 

in that transaction.  

The research question in this study is whether and under which circumstances, under Dutch 

law, an electronic signature in a blockchain application has the same legal effect as a 

handwritten signature. 

Requirements for the same legal effect 

The applicable legal framework on electronic signatures poses three broad requirements for 

an electronic signature to have the same legal effect as a handwritten signature. Firstly, the 

method used for signing needs to fall under one of the definitions of a type of electronic 

signature as defined in section 3 of the eIDAS Regulation. Secondly, the method used for 

signing needs to be sufficiently reliable given the “purpose for which the electronic signature 

was used”. Thirdly, it needs to be established that the method used for signing was 

sufficiently reliable, considering the other circumstances of the case. In this study, the 

specific agreement and the blockchain were considered as relevant circumstances of the 

case. 

Legal effect of the electronic signature in Deloitte’s blockchain application 

Firstly, the method used for signing needs to fall under the definition of a type of electronic 

signature, as defined in section 3 of the eIDAS Regulation.    

 In this study a comparison was made with the conventional process of professional 

parties entering into the lease agreements that are signed in Deloitte’s blockchain 

application. From legislative history and jurisprudence it remains unclear what constitutes a 

sufficiently reliable signing method. In this study, it was discussed compliance with elements 

of an advanced electronic signature may be a relevant circumstance when assessing the 

reliability of the signing method given its purpose and other circumstances of the case. Also, 

with regard to the purpose of Deloitte’s blockchain application and the conventional process 

of professional parties entering into the lease agreements that are signed, it was concluded 
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an advanced electronic signature provides the required level of reliability. For these reasons 

it is necessary to consider not only whether the electronic signature used in Deloitte’s 

blockchain application meets the definition of an electronic signature in general, but also if it 

can be defined as an advanced electronic signature.     

 It was concluded the electronic signature used in Deloitte’s blockchain application 

meets the definition of an electronic signature in general: it is a method in which electronic 

data are used by a natural person to sign.      

 Whether the electronic signature used in Deloitte’s blockchain application can be 

defined as an advanced electronic signature, the four requirements laid down in section 26 

of the eIDAS Regulation need to be discussed. Firstly, it was concluded the electronic 

signature used in Deloitte’s blockchain application is, approximately, uniquely linked to the 

signatory. This is the result of a series of subsequent authentication actions. Secondly, it 

was concluded in a blockchain a signatory cannot be identified without additional information 

from another source. Due to the fact the bitcoin addresses are linked to the signatory’s email 

address, the electronic signature used in Deloitte’s blockchain application is capable of 

identifying the signatory. Thirdly, it depends on the way the private key is generated, stored 

and can be used to sign, whether this private key can, with a high level of confidence, be 

used under the sole control of the signatory. It was concluded the private key in Deloitte’s 

blockchain application is securely generated and stored. Whether the private key can only 

be used to sign also depends the signatory’s responsibility. Fourthly, the technology of digital 

signatures makes it possible to detect any subsequent changes in the signed data.   

  

As a second requirement for an electronic signature to have the same legal effect as a 

handwritten signature, the method used for signing needs to be sufficiently reliable given the 

purpose for which the electronic signature was used.  Few of the functions considered 

important in this study, are achieved by the above legal requirements of an advanced 

electronic signature. These functions are the function of identifying and authenticating the 

signatory and the signed data. In the following the remaining functions are discussed. 

 The function of expression of intention seems easy to achieve. It is advised to 

integrate a clear expression of intention in the signing process. This should be done in such 

a way that the signatory explicitly understands he is, besides signing a bitcoin transaction, 

signing an agreement.          

 The evidentiary function of the electronic signature depends on the long term 

preservation of the digital signature. Blockchain technology can, as a relevant circumstance 

of the case, be of advantage to the evidentiary value of an electronic signature. Firstly, 

blockchain provides solid proof of existence of a valid electronic signature. A valid bitcoin 
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transaction proves the input data were, in a certain time frame, signed correctly and no 

subsequent changes were made. Therefore, in the future, no additional verification of that 

electronic signature is required. Secondly, blockchain provides evidence of a secure 

timestamp that is included in the bitcoin transaction. The third advantage does not pertain to 

the electronic signature but to the content of the agreement. Blockchain contributes to the 

evidentiary value of the authenticity of the agreement because the hash value of the content 

is securely stored.           

 The function of non-repudiation of the origin is difficult to establish without prior 

(physical) verification of the signatory. Although the signatory’s identity is assured through 

several authentication steps, this does not exclude the possibility that the signatory can 

pretend to be someone else. In Deloitte’s blockchain application, the authenticity of the 

identity behind an email address is not verified. Identities are ascertained in a physical 

meeting between the signatories. In the future it might be desirable that non-repudiation of 

the origin is provided on a higher level of assurance. Several ways to gain more assurance 

regarding the proof of remote identity on the blockchain are proposed. Firstly, the possibility 

was proposed to make use of other verified digital identities stored on the blockchain.  

Secondly, Deloitte could act as a trusted third party and verify the user’s identity before 

including his bitcoin address to the address book. A third option, which also includes prior 

verification of the authenticity of the signatory’s identity, would be to require Deloitte, as a 

trusted third party, to co-sign the bitcoin transaction. Deloitte’s digital certificate should be 

issued by a TSP on a high lever (eventually culminating in a root certificate of a qualified 

TSP).             

 It can be concluded the problem of remote proof of the authenticity of the signatory’s 

identity is not easily solved. The proposed solutions all require some prior physical 

verification. 

As a third requirement, for an electronic signature to have the same legal effect as a 

handwritten signature, the method used for signing needs to be sufficiently reliable, 

considering the other circumstances of the case. In Deloitte’s blockchain application, firstly, 

the type of agreements that are signed and secondly, the technology of blockchain as an 

application were taken into consideration as relevant circumstances of the case. It was 

discussed that, in the assessment of an electronic signature, the three requirements can 

complement each other. In the course of the discussion of the first and second requirement 

for an electronic signature to have the same legal effect as a handwritten signature, also the 

two above relevant circumstances of the case were taken in consideration.  
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General conclusion 

Following the previous analyses it can be concluded that, under Dutch law, an electronic 

signature used to sign agreements in a blockchain application can, under certain 

circumstances and for certain agreements, have the same legal effect as a handwritten 

signature. In some ways blockchain technology can contribute to the reliability of the signing 

method. However, at this moment, a blockchain application still faces challenges as it 

regards non-repudiation of the authenticity of the signatory’s identity. In this study various 

ways were proposed to address this problem.  

Recommendation for further research 

Absence of regulation on the one hand prevents technology to be restrained. On the other 

hand however, due to this absence of regulation, the legal implications of blockchain 

applications remain uncertain. In any event, further research is necessary to define these 

uncertainties and thus to contribute to the adoption rate of blockchain with reliability.  

 In this study the evidentiary value of the agreements that are signed in the blockchain 

application is not discussed. An electronically signed agreement can be qualified as an 

electronic private instrument if it fulfills additional legal requirements. Therefore, further 

research can be performed on the qualification of an electronically signed agreement in a 

blockchain application as a private instrument.       

 Also, a more general research would be valuable on what legislative changes are 

necessary for a greater adoption rate of blockchain applications. In this study only one 

specific type of agreement was included. According to Dutch law, it is not possible to digitally 

sign and execute an authentic instrument and thus it is not yet possible, without legislative 

changes, to transfer immovable property on the blockchain. One of the reasons legislation 

does not foresee in this possibility is the uncertainty regarding the digital preservation and 

technical life of electronic instruments. Further research to legislative requirements regarding 

digital preservation could also contribute to the value of blockchain. The potential of 

blockchain should be compared with legislative restrictions in order to define the value of 

blockchain in our economy and the best way to start adopting and transforming.  
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